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1. Executive Summary

Introduction

Hymans Robertson LLP (“Hymans Robertson”) is a At Hymans Robertson we are constantly striving tofind
limited liability partnership providing pensions
administration services since 1984.

We provide a full range of pensions
administration services, including:

Pension Administration
Pensioner Payroll
Treasury and Cash Management

Pension Plan Accounting and Financial
Statement Preparation and

Administrative Consultancy Support.

We operate in partnership with our clients and
their other advisors, to deliver a client driven,
bespoke, high quality, and accurate
administration service using a combination of
excellent staff and market leading systems. As a
business we adopt tight internal controls and
compliance to ensure we supply our clients with

accurate advice and information, and embedded

within our culture is a comprehensive and well-
structured approach to risk management.
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ways to improve the delivery of service to our clients.
The Partners of Hymans Robertson, therefore,
welcomed the opportunity to have our administration
procedures reviewed by external auditors, and have
appointed Crowe U.K. LLP, our reporting accountants,
to appraise the design and description of the controls
within our administration business unit. Their report is
set outin Section 5.

We have adopted the framework provided by the Audit
and Assurance Faculty of the Institute of Chartered
Accountants in England and Wales ‘Assurance Reports
on internal controls of service organisations made
available to third parties’ (AAF01/06) and the
International Standards on Assurance Engagements
3402 (ISAE 3402). This report provides information and
assurance to our clients and their external auditors on
the design and description of the operational controls
within our pensions administration business unit.

This report covers the controls in place and which were
applied over the period 1 February 2020 to 31 January
2021, in accordance with the AAF 01/06 and ISAE 3402
framework.

We include a summary of the controls tested overleaf
and are pleased that there have been no material failings
in our control environment.



Summary of controls tested

Pensions administration

Control objectives Number of Pages Summary of results of testing
Key Controls tested

1. Accepting clients 5 18-21 No exceptions
2. Authorising and 7 22 -26 Exception 1 on page 5
processing transactions
3. Maintaining financial and other 11 27-32  Exception 2 and 4 on pages
records 6&7
4.Safeguarding assets 17 33-39  Exception 3 on page 6
5.Monitoring compliance 9 40 - 43 No exceptions
6.Reporting to clients 5 44 - 47 Exception 1 on page 5

Information technology

Control objectives Number of Pages  Summary of results of testing
Key Controls tested
7. Restricting access to systems 9 48 -51  No exceptions
and data
8. Providing integrity and resilience 11 52-55 No exceptions
to the information processing
environment
9. Maintaining and developing 4 56 - 57  No exceptions
systems hardware and software
10. Recovering from 7 58-62  No exceptions
processing interruptions
11. Monitoring compliance 1 62 No exceptions
Club Vita
Control objectives Number of Pages  Summary of results of testing
Key Controls tested
1. Restricting access to systems 8 63 -65 No exceptions
and data
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Management response to exceptions identified

Pensions administration

Exception 1

Procedure
Control 2.1 - Contributions to defined contribution plans, defined benefit schemes, or both, and transfers of
members’ funds between investment options are processed accurately and in a timely manner

Control 3.2 - Contributions and benefit payments are completely and accurately recorded in the proper period

Control 6.1 - Periodic reports to participants and scheme sponsors are accurate and complete and provided
within the required timescales

Exception
For two clients, for three months, the administration team was not able to provide the authorised cashflow

analysis.

For one client, for two quarters, it was not possible to evidence the review of the quarterly stewardship reporting
as due to remote working these reports are no longer physically stamped.

For one client, for two quarters, it was not possible to evidence the review of the quarterly stewardship reporting.

Management response

The cashflow analysis were all completed and authorised, however, for three months during the pandemic the
team saved the authorised analysis within our temporary file location where items are automatically deleted after
31 days.

All four quarterly stewardship reports were completed and authorised, however, for two quarters during the
pandemic the team saved the authorised analysis within our temporary file location where items are
automatically deleted after 31 days.

The filing error is shown as an exception within the report, impacting 3 controls. Each of the 3 controls were
actioned and completed in a timely manner, no breaches occurred. Clients received their stewardship reports
on-time, benefits were paid correctly, and monies were invested/disinvested appropriately to meet the needs to
the Schemes.
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Exception 2

Procedure

Control 3.1 - Member records consist of up to date and accurate information and are updated and reconciled
regularly

Control 3.2 - Contributions and benefit payments are completely and accurately recorded in the proper period

Control 6.1 - Periodic reports to participants and scheme sponsors are accurate and complete and provided
within the required timescales

For one client, for two quarters, it was not possible to evidence the review of the quarterly stewardship
reporting as due to remote working these reports are no longer physically stamped.

For one client, we were unable to evidence that the annual member reconciliation had been authorised as it
had been authorised verbally between the Team Leader and Senior Administrator

Management Response

On two occasions during the pandemic, a quarterly stewardship report had not been stamped during
authorisation, and additional evidence of authorisation by email had not been saved.

On one occasion, during the pandemic, a membership reconciliation had been discussed and authorised
during a telephone conversation between the Team Leader and Senior Administrator.

These have been noted as exceptions within the report affected 2 controls. The stewardship reports and
membership reconciliation had been authorised under remote working conditions, and controls were actioned
within a timely manner.

Exception 3

Procedure

Control 4.2 - Cash is safeguarded and payments are suitably authorised and controlled

For one of thirteen samples, it was not possible to obtain evidence that the bank authorisation of the payment
as this document was retained in the office and therefore not accessible. Additionally, for one of thirteen
samples, we were unable to evidence the payment request form as this had not been uploaded to the
members file.

For one client, for one month, we were unable to evidence the email alert sent when the upper limits had been
exceeded.

Mangement response

For the cases where there was missing payment documentation, paperwork had been stored within the
temporary file location, where items are deleted after 31 days. The original electronic paperwork is therefore
not available and the email providing authorisation cannot be located. We are able to evidence authorisation
via the online Barclays payment system.

For the missing email alert we have been unable to locate the auto-generated alert. There are alerts available
for all other clients, where the upper limits had been execeeded, for the same month so we are confident that
there is not a systemic issue and that the auto generated alert may have been deleted in error before it was
stored.

6 AAF 01/06 AND ISAE 3402 Assurance Report



Exception 4

Procedure

Control 3.3 - Investment transactions, balances and related income are completely and accurately recorded in
the proper period

Exception
For one client, for one month, it was not possible to evidence the authorisation of disinvestments.

Mangement response

For this client, disinvestments are undertaken by the Investment team rather than the Administration team.
The Investment team do not have any saved evidence of authorisation for the month in question.

The administration team are now requesting and obtaining such evidence for disinvestments and we will be
reviewing this control for instances where colleagues in other teams’ complete actions on behalf of TPA.
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2. Report of the Partnersof Hymans Robertson

LLP

The partners are responsible for the identification of
control objectives relating to clients’ assets and
related transactions in the provision of pensions
administration services as well as the design,
implementation and operation of the control
procedures of Hymans Robertson to provide
reasonable assurance that the control objectives
are achieved.

In carrying out those responsibilities we have regard
not only to the interests of clients but also to those
of the owners of the business and the general
effectiveness and efficiency of the relevant
operations.

We have evaluated the effectiveness of our control
procedures having regard to the Institute of
Chartered Accountants in England & Wales
Technical Release AAF 01/06 and the criteria for
pensions administration set out therein.

We set out in this report a description of the relevant
control procedures at our London, Glasgow and
Birmingham offices together with the related control
objectives which operated during the period 1
February 2020 to 31 January 2021 and confirm that:

e the report describes fairly the control procedures
that relate to the control objectives referred to
above which were in place during the year ended 31
January 2021;

e the control procedures described in Section 7 are
suitably designed such that there is reasonable
assurance that the specified control objectives
would be achieved if the described control
procedures were complied with satisfactorily; and

e the control procedures described were operating
with sufficient effectiveness to provide reasonable
assurance that the related control objectives were
achieved during the period specified.

Details of our business structure, operating
environment and the report of the reporting accountants,
Crowe U.K. LLP, can be found in the following sections.

Signed on behalf of the Partners of Hymans
Robertson LLP

ey S

Gary Evans
Head of Third Party Administration

25 November 2021



3. Overview of Hymans Robertson LLP

Established history and structure

Founded in 1921, we're one of the longest established independent firms of consultants and actuaries in the UK
and are currently celebrating our centenary year We are a limited liability partnership. Ownership lies with the
partners who are fully involved in the day-to-day management of Hymans Robertson.

Specialising in advisory and management services to the occupational pensions market, in both private and
public sectors, we provide all the core services such as:

e Actuarial consultancy

e Investment consultancy

e Pension scheme design and management
e  Third party administration

e Corporate pension consulting and

e Flexible benefits broking and consulting.

We also offer independent advice to financial services institutions, as well as data and technology solutions.
This rich mix of services enables us to meet the entire pension and benefits needs of our clients.

We employ over 970 people within our four offices in London, Glasgow, Birmingham and Edinburgh and the
chart below outlines our structure:

Member Group
Board
I &
Pensions Market Financial Services
Business Units Market Business Units
Actuarial Private Life and Financial Services
Actuarial Public B2B Wealth
Investment Club vita
DC Consulting
TPA
Powered by
Business Support Digital, data and Commercial Group
(Finance, IT, Legal, HR analysis expertise
& Facilities)

Our Member Group and Partner Board set the strategic course for Hymans Robertson and oversee our five
pensions market business units and three financial services market business units. All business units are
supported by the functions shown in the ‘powered by’ box at the bottom of the chart. This is a change that
came into effect from April 2019 where before it was a practice and segment organisation structure.
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Club Vita

Club Vita LLP (Club Vita) is a company 100%
dedicated to helping companies and pension
schemes manage longevity risk. Club Vita’s

principal activity is the provision of services based
on the performance of research and analysis into
the longevity of participants in pension schemes.
The analysis is based on the pooled data records of

over 230 pension schemes of employers
representing a wide range of industries.

Club Vita is a wholly owned subsidiary of Hymans
Robertson. The operations are governed separately
to other operations within Hymans Robertson but
are operated exclusively within Hymans Robertson
premises using Hymans Robertson resources. The

company was established in 2008 and adopted

many of the underlying foundation services that have
been successfully deployed for many years within

Hymans Robertson’s Third Party Administration
operations.

The effective application of robust operational

controls is of significant importance to Club Vita’s
clients and hence the Club Vita business. Club Vita
needs to be able to demonstrate to its clients that

the operational controls are fit for purpose. In

addition tointernal audits and reviews Club Vita

considers the external AAF audit will help it to
demonstrate the suitability of the operational

controls to its clients. Our report demonstrates the
additional controls restricting access to systems and

data applicable to Club Vita.

International partner

Feedback and performance

Feedback from our clients is vital, and we regularly
assess satisfaction levels through our Voice of Client
survey. With 98% of our clients willing to recommend us
to a colleague, our clients are evidently pleased with
our relationships. This attributes to the fact that we
always tailor our advice to meet clients' needs.

The high standard of our services has been recognised
at many industry awards, including the UK Pension
Awards and FT PIPA Awards, where we won both
Actuarial Consultancy of the year and Employee
Benefits Consultancy of the Year 2020.

Finally, we are also a Living Wage employer, illustrating
how we truly value our employees - a team that we are
immensely proud of!

We maintain a significant presence in the industry
through speaking at events, responding to government
and regulatory consultations, issuing press releases,
sharing our insights and thought leadership and
through our representation on various industry and
professional committees. It is part of our culture for
consultants to understand and be involved in the
development of the bigger picture for pensions. This
enables our clients to benefit from insightful advice and
to be on the front foot with any change.

We are the exclusive UK pensions partner with Abelica Global, the international organisation of
independent actuarial firms. Our partnership with Abelica Global enables us to provide benefits to our

clients without compromising our independent status.
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4. Pensions administration business unit

Administration service areas

Hymans Robertson have been providing third party administration services since 1984.

The administration business unit has grown from our first client appointment with services being provided as
part of our actuarial functions, to a business unit with a £10.0 million per annum turnover, employing over 200
staff, looking after 70 clients’ pension schemes from our offices in London, Glasgow and Birmingham. We
provide services for a wide range of clients with Defined Benefit, Defined Contribution, Hybrid and Career
Average type arrangements.

The chart below outlines the service areas provided by our administration business unit:

Administration business unit service areas

Treasury and cash Pensions Pensioner
management administration payroll
Glasgow Glasgow Glasgow
London London
Birmingham Birmingham

Pension plan Administrative
accounts consultancy support
Glasgow Glasgow
London London
Birmingham Birmingham

In addition to our longer term appointments, we draw on our experience in pensioner payroll, pension plan
accounting, treasury and cash management services and general administration to offer one-off consultancy
support to Hymans Robertson’s existing clients and other organisations where these activities are provided by
in-house teams.
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Operational systems

Our pensions administration and pensioner payroll
services are delivered using the Civica Universal
Pensions Management (UPM) software, our
operating platform for all the administration and
pensioner payroll functions. The UPM system
represents the latest generation of pensions
administration software and provides us with the
technology and operational tools that are necessary
to deliver administration services in today’s
pensions environment.

The UPM software is installed, maintained and
developed by our own in-house team of system
support analysts which forms part of our pensions
administration business unit. Day to day operation
and support for our administration teams is
provided internally with secondary support taken
from Civica, as and when necessary.

Timeaut —3

‘Waiting for further Priodises chasar
infarmatinn - Ietter
67 produesietters — 8 —
T

11

Request members’
autharity

14 17

Waiting for members | RO 1T SR A
iy 15 Timeout ——

Authariation —ijg— Print letters

View rejection nates ;55

The software provides fully integrated administration
and pension payroll functionality combined with
sophisticated workflow and electronic document
management facilities. UPM also supports internet
access and self-service functionality for our individual
scheme members and our client contacts.

Each UPM workflow is supported by a detailed
process map held within the system and is set-up with
embedded controls segregating the processing roles
of an administrator and an authoriser. Automated
workflow processes exist for all the administration and
pension payroll tasks that we undertake.

A workflow process map is illustrated below:

—20 — QT T

5
L

Rejection

Electronic document management is undertaken at each office where, prior to March 2020, all incoming post
and work items are sorted and scanned into UPM using procedures to comply with the requirements for BSI
BIP 0008-1:2008 Code of Practice for Legal Admissibility and Evidential Weight of Information Stored
Electronically. Since March 2020, due to Covid-19 restrictions, we now have centralised postage sorting and
scanning. All post is now diverted to the Glasgow office where it is sorted, and scanned to UPM for each
team using procedures to comply with the requirements for BSI.BIP0008-1:2008 Code of Practice for Legal
Admissibility and Evidential Weight of Information Store Electronically.

Our pension plan accounting provider is Profund Aviary Professional.

Our treasury and cash management service is recorded through the use of a cashbook which is a Microsoft Excel
document that we have created and which we maintain internally.
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Control framework

The structure of the control framework within our administration business unit comprises formal monitoring at a
management level, segregation of incompatible duties, and the design and implementation of appropriate preventative
and detective controls. Our resources are managed within this framework to meet our quality standards and clients’
expectations. Our operational controls are described in Section 7 of this report.
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5. Reporting accountants’ assurance report on
Internal controls to the Partners of Hymans
Robertson LLP

Crowe ULFL LLP

CFD".-VE‘ Charfaeed AoTourants

Raporting Accountants’ aseurance report on
Intarnal controls fo the Partnars of Hymans Robartson LLP

Use of raport
Thig repart 15 made sokely far the use of the members, 35 3 body (“the Parners”). of Hymans Robartsan
LLP ["Hymans Robertsan™), and schely for the purpase of repoeting on the Intemal contrals of Hymans
Rabertzon, In accordance with the tems of cur engagement letier dated 7 December 2020 attached In
the Appendlx.

Qur wark nas been undertaken S0 that we might repart 00 the Partners those maners hat we have
agreed o 5E3te bo them In s nepart and for o afer purpase.

Our repodt must nat be reciied or refemed fo In whale or In pan In any other gocument nor made
avallable. copled or recited ta any oiher pamy, In any clrcumstances, without our express peior writtzn
DEMmisEian.

We permilt the disclosure of this repor, In Tull anity, by the Pariners at thelr discretion bz clients of Hymans
Robertson using Hymans Roberson penskon adminlstration services [“Clients™), and ta the audiors of
such Clients, 1o 2naole Cllents and thelr 3umRore b verly that 3 report by reporting accountants has
Desn commizzioned by e Panners of Hymans Robemson and issued In conneciian with the Inemal
controks of Hymans Robertsan, and wihow assuming or accepiing any responsiliity or lablity 1o
Cllents or thelr 3udibars on our pan.

We glso permit the disciosurs of this report. In full ondy, by the Pariners io those cllents of Hymans
Robertsan not recelving pensions administration serdces or fo prospecilve clients of Hymans
Rabertson, provided thal the Intended reciplent must sign the ‘nald nammb2ss’ IEMer refermed o Inour
Engagement Lefler and refurn it o us prior o recelving a cogy of cur report.

Ta the Tuliest extent permitiad by law, we &0 not acoept or assume respansiblity 1o anyone ciher than
ftha Partners &5 a body and Hymans Robertson far owr wark, for this repon or the conclusions we have
formed

Subjact mattar

This report covers solely the Intemal controls of the penslons adminlstration funciion of Hymans
Robertzon a5 described In secllon T of vour report during the year ended 31 January 2021, Intemal
confrods are proceeses deskgned to provide reasonable sssurance regarding the level of contmod aver
Cllents' 35515 and related ransaciions achieved by Hymans Robestson In the provision of pensian
administration aciviies by Hymans Roberson

The Partners” responelblitizas and slatement are et out In section 2 of your report. Cur responsiblity s
o Torm an independent conciusion, based on the work camed aut in relatian ta the control procedures
af Hymans Robenson's penslon adminisbalicn functon carried out at the Birmingham, Slasqow and
London offces of Hymans Roberison and Club Wia {limfed 1o resinicting acoees to systems and data)
3& describad In the Parmers’ repart and report this to the Partners of Hymans Robarzon.

our Independsnce and quality contral

Wie Nave compled with the Independenca and other ethical reguirements af hie instiute of Charnenzd
Accountants In England and Walkss (ICAEW Code of Ethice, which Inciudes te requirements of the
Code af Ethice Tor Professional Accountants Issued by the Internatonal Ethics Slandards Seard Tor
Accountamts, which ki fcunded on fundamenial princlpses of Intearly, cbjectvity, professlonal
compelence and due care, confidentizily and professional behaviowr

Cocave UL LRl 3 Breied Rablling pacmssruiip sagissis v Raglerd o
Oodld TRAL & e of i LU maamiban. dakltlah 02 T PR e
oy wde ool i ol L oy il [ of £ H
3 3 aEpLEE ard rakraees el e Cromem U 5. LLF ol irx oV, arw nor reapasiim o Ra ks for sy scm. or svdsaiend of Cross sl o sy ocha marn i of
2 xcave Gickal
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purpose of our repart and therefore we Nave Issued an unmodited

Conclusion
in our opinion, In all matenal respects:

$2C20N 7 Of the 3cCOMPanyNg repor by Ihe Panners describes falny the controls procedures that
wnnmwmmummmnmmnmm

.

N

the contro procedures cescribed In section 7 were sultably designed such that there Is reasonadle.
Dut not abeolute, assurance that the specified control odjectives would have been achieved If the
gescrived control procecures were complied with satsfactonly. and

ummummummumtmmmw
efectiveness for us 10 oOMIN re3sonable. Dut ROt absolute. assurance Mat the related control
objectives wene achieved auring the year enced 31 January 2021

.ra,

Crows UK LLP
Chanered Accountants

-

London

15 AAF 01/06 AND ISAE 3402 Assurance Report



6. Summary of control of objectives

Pensions administration

Hymans Robertson have partnered with ITM Limited
to complete data analysis and data transformation
work on our behalf for any new standalone client with
a membership above 500 records. ITM Limited’s
control objectives and related procedures are omitted
from the description and that the control objectives in
the report include only the objectives which ITMs

Contributions and benefit payments are completely
and accurately recorded in the proper period.

Investment transactions, balances and related income
are completely and accurately recorded in the proper

i } period.
control procedures are intended to achieve. For
installation projects commencing from 1 March 2021, Scheme documents (deeds, policies, contracts,
ITM will only be engaged for standalone projects above booklets etc) are complete, up to date and
500 members where additional capacity is required by securely held.

Hymans Robertson. )
(4 )Safeguarding assets

[ 1 )Accepting clients Member and scheme data is appropriately stored to
Accounts are set up and administered in accordance ensure security and protection from unauthorised
with client agreements and applicable regulations. use.

Cash is safeguarded and payments are suitably

Complete and authorised client agreements are authorised and controlled.

operative prior to initiating administration activity.

. _ | 5 onitoring compliance
Pension schemes taken on are properly established in I L .
Contributions are received in accordance with scheme

the system in accordance with the scheme rules and S
S ; rules and relevant legislation.
individual elections.

Services provided to pension schemes are in line with

(2 JAuthorising and processing transactions .
service level agreements.

Contributions to defined contribution plans, defined
benefit schemes, or both, and transfers of members’ Transaction errors are rectified promptly and clients
funds between investment options are processed treated fairly.

accurately and in a timely manner. . .
[ 6 JReporting to clients

Benefits payable and transfer values are calculated in Periodic reports to participants and scheme
accordance with scheme rules and relevant legislation sponsors are accurate and complete and provided
and are paid on a timely basis. within required timescales.

(3 |Maintaining financial and other records Annual reports and accounts are prepared in
Member records consist of up to date and accurate accordance with applicable laws and regulations.

information and are updated and reconciled regularly.
Regulatory reports are made if necessary.
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Information technology

Restricting access to systems and date
Physical access to computer networks,
equipment, storage media and program
documentation is restricted to authorised
individuals.

Logical access to computer systems, programs,
master data, transaction data and parameters,
including access via administrators to
applications, databases, systems and networks|
is restricted to authorised individuals via
information security tools and techniques.

Segregation of incompatible duties is defined,
implemented and enforced by logical security

Providing integrity and resilience to the
information processing environment,
commensurate with the value of the
information held, information
processing performed and external
threats

IT processing is authorised and scheduled
appropriately and exceptions are identified and
resolved in a timely manner.

Data transmissions between the service
organisation and its counterparties are complete,
accurate, timely and secure.

Appropriate measures are implemented to
counter the threat from malicious electronic
attack (e.g. firewalls, anti-virus etc.).

The physical IT equipment is maintained in a
controlled environment.

Club Vita - Information technology

Restricting access to systems and data

Maintaining and developing systems
hardware and software

Development and implementation of new systems,
applications and software, and changes to existing
systems, applications and software, are authorised,
tested, approved and implemented.

Data migration or modification is authorised, tested and,
once performed, reconciled back to the source data.

Recovering from processing interruptions
Data and systems are backed up regularly, retained
offsite and regularly tested for recoverability.

IT hardware and software issues are monitored and
resolved in a timely manner.

Business and information systems recovery plans are
documented, approved, tested and maintained.

Monitoring compliance
Outsourced activities are properly managed and
monitored.

Logical access to Club Vita computer systems, programs, master data, transaction data and parameters, including
access by administrators to applications, databases, systems and networks, is restricted to authorised individuals
within the Club Vita operations in accordance with the Club Vita System Access Control Palicy.

Logical Client Web Access to Club Vita master data, transaction data and reports is restricted to authorised
individuals at Clients in line with the Club Vita Client Setup Palicy.
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7. Control objectives and procedures

Control applicable to DB Control applicable to DC ) Control applicable to both DB
) only only & DC

Note: ‘DB’ is an abbreviation for ‘Defined Benefit’. ‘DC’ is an abbreviation for ‘Defined Contribution’

1. Accepting clients

1.1 Accounts are set up and administered in accordance with client agreement and
applicable regulations

All new clients are accepted through a documented process which covers the stages from responding to the
initial invitation to tender; completion of the necessary due diligence for compliance with anti-money laundering
regulationsproposal for services; presentations and site visits and finally the installation exercise following
appointment.

The processes followed and respective controls are recorded within the following documents:

o Tender review process

o Formal proposal for services

o Client verification and anti-money laundering form

o New client set up form

o New client installation checklist or detailed project plan and
o New client installation timeline.

The structured methodology and installation process for a new client is referred to in the sections below.

Key Controls Crowe testing of control procedure
Documents listed above are competed for each Inspection
new client to ensure that all stages of the process For a sample of new schemes we inspected the
are followed and documented. ) documents above and verified that these were

completed as evidence of the stated processes
being followed.

No exceptions were identified
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1.2 Complete and authorised client agreements are operative prior to initiating
administration activity

Following our appointment to provide pensions administration services, an initial letter of appointment will be
provided by the client. We provide a template letter for this communication. Where Hymans Robertson is
appointed to provide full services, the appointment documentation will be handled by the lead consultant and
will include the administration services in the overall client agreement. This initial appointment is the trigger to
commence the formal administration installation exercise. A key stage within the installation exercise is to
establish and finalise the administration service schedules.

The service schedules will be issued in draft, discussed with the client and its legal advisers as necessary,
with a final version of the agreement being completed and signed on behalf of Hymans Robertson and the
client prior to the commencement of the administration services.

If the agreement cannot be finalised before the proposed “live date” the services will be allowed to commence
but based upon the terms of the initial appointment letter and our standard terms and conditions included
within the proposals for services.

Key Controls Crowe testing of control procedure
Documents listed above are competed for each Inspection
new client to ensure that all stages of the process For a sample of new schemes we inspected the
are followed and documented. service schedules and ensured that this was signed

on behalf of Hymans Robertson and the client. If the

) signed schedules have not been receivedprior to
initiating the administration activity we obtained
evidence that the client had confirmed the initial
appointment.

No exceptions were identified

19 AAF 01/06 AND ISAE 3402 Assurance Report
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1.3 Pension schemes taken on are properly established in the system in accordance with the
scheme rules and individual elections

The project installation process involves various resources within the administration business unit, dependent
upon the scope of and range of administration services that are to be provided. The process may involve project
management resource from outside the administration business unit to manage the project.

For installations of new, standalone clients with more than 500 member records we have partnered with ITM
Limited (ITM) to complete data analysis and data transformation work on our behalf. ITM provides us with a
dedicated team of data transition specialists for the duration of each transition project that deals with the
analysis, transformation and reconciliation of the administration data. ITM’s team report to our own Data
Analysts, who retain overall responsibility for the projects. Each project that ITM is involved with has an agreed
work order that sets out the key requirements and delivery milestones and the overall partnership is underpinned
by a framework agreement contract. Regular, scheduled meetings take place between our system support team
and ITM over the duration of the project and an Issues Log is maintained to track queries and progress of ITM’s
workstreams feed into Hyman’s main project plan. For installation projects commencing from 1 March 2021,
ITM will only be used for standalone projects above 500 members where additional capacity is required by
Hymans Robertson.

The set-up of a scheme involves the allocated administration team, system support team and the local office
administration manager. Where the client has agreed additional services e.g. pensioner payroll, annual report
and financial statements and cash management, the Pensions Finance Manager will oversee the set up of
these services.

The resources refer to a detailed installation checklist or alternatively a detailed project plan throughout the
set-up of a new client. This is supported by an installation timeline which identifies key tasks to be undertaken
within a recommended timetable. A sign-off control is required on completion of each section of the installation
checklist or the project manager updates the project plan with a date of completion to confirm that all relevant
tasks were completed. The system support team develop their integrated work plan covering technical issues
from the initial receipt of client test data to the live processing date.

Key Controls Crowe testing of control procedure
Refers to the above installation checklist control or Inspection
the detailed project plan. For a sample of new schemes we obtained the

installation checklist or the detailed project plan

) and inspected this for evidence of the installation
timeline and verified that there was a sign-off of
each section of the installation checklist or that
the project plan was updated with a completion
date.

No exceptions were identified

The scheme is set-up using information derived from the proposal for services, the trust deed and rules,
member announcements, explanatory booklets, membership data and hard copy records and other
information that is made available. All data required for the set up of the new scheme is requested from the
incumbent administrator and the client using template installation data request letters and forms.

Membership data is subjected to validation testing and data mapping, which structures the data in alignment
with the structures on UPM, using data conversion software. A calculation test harness is used for testing
calculations. Thorough testing of this data on the UPM test platform is undertaken prior to sign-off by a lead
member of each relevant service area.
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Key Controls Crowe testing of control procedure

Refers to the above membership data validation Inspection
control. For a sample of new schemes we ensured that
) there was evidence of membership data validation,
mapping and calculation tests. We also verified
evidence of the sign-off by a lead member of each
relevant service area.

No exceptions were identified

The live data load is received and input to the data conversion software prior to processing on the UPM test
platform. Testing is undertaken in a similar manner to the client test data load, and in addition, reconciliation
reports are run. The mapping of membership data is checked against hard copy member prints where these are
made available by the incumbent administrator.

For defined contribution schemes, individual member investment elections and unit holdings are included in the
data mapping exercise from the previous administrator. For new defined contribution schemes, member
elections are recorded from the members’ joining information and application forms.

Unit reconciliations are requested from the previous administrator at the closure of their records to ensure a
clean start point for our unit holdings from the live services date.

Control total testing is carried out following data load exercises to test numbers of members by status type
and financial totals such as salary, contribution and defined contribution unit histories.

Key Controls Crowe testing of control procedure

Refers to the above data load exercises control. Inspection
For a sample of new schemes we ensured control
testing was carried out following data load exercises
) to test numbers of members by status type and
financial totals such as salary, contribution and
defined contribution unit histories.

No exceptions were identified
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2. Authorising and processing transactions

2.1 Contributions to defined contribution plans, defined benefit schemes, or both, and transfers of
members’ funds between investment options are processed accurately and in a timely manner

Team leaders and senior administrators are aware of the due dates for contribution receipts such that they will
contact a client in advance if they consider there is any possibility of the late arrival of contributions if agreed
with the client in advance.

The administration team receives notification from the client of contribution funding into the trustee bank
account on a monthly basis. This is supported with backing information to confirm the amount of contributions
being remitted and, for defined contribution schemes, a breakdown of the contributions for each member to
enable investment allocation.

On receipt of funds, the cash book is updated.
Defined contribution funds are invested with the investment manager within five days of receipt of clean data.
Following investment, a contract note is received from each investment manager.

There is a validation suite of reports within the defined contribution UPM process which tests the automated
monthly allocation of investment units to members by comparison with contributions received for each individual
member, the unit price supplied on a contract note and a control total of investment units. The previous contract
note unit price is identified on the input screen to assess the validity of the latest transacted unit price. A range
of data validation tests are applied for each contribution processing cycle which highlight any areas for query or
investigation.

Lifestyle investment switch processing and individual member switches between investment options are
undertaken through the embedded workflow controls within the UPM system.

Key Controls Crowe testing of control procedure
Refers to the above lifestyle investment switch Inspection
processing control. For a sample of lifestyle investment switches we

inspected evidence to ensure that the process was
undertaken through the embedded workflow
controls within the UPM system.

No exceptions were identified

22 AAF 01/06 AND ISAE 3402 Assurance Report

) DB only DConly ) DB&DC



For defined benefit schemes, contributions received are compared against known outgoings and
contingency levels; surplus funds are subsequently invested in accordance with the client’s instructions. All
transactions involving the movement of funds are controlled through the cash management authorisation
process controls identified elsewhere in this report. Due to Covid-19, we reviewed the cash
flow/management position for all our clients during March and made arrangements to ensure sufficient
funding would be available in the Trustee bank accounts to fund pension payroll and other benefit payments.

Our recommendation was to increase the cash float held in the Trustee bank account. This is a contingency
measure in the event signatories may not be available to sign disinvestment instructions, or the investment
managers are impacted by COVID-19, helping prevent potential delays in paying pensions or settling
benefits.We proactively contacted the majority of the investment managers with whom, on behalf of
Trustees, we regularly carry out transactions and put in place suitable alternatives in order to continue to
invest and disinvest if hard copy wet signatures are not available. This includes the agreement to use digital
signatures, email confirmations, telephone call-backs and acceptance by managers of soft copy instructions
signed with wet signatures.

Key Controls Crowe testing of control procedure
Refers to the above contributions invested in Inspection
accordance with client’s instructions control. For a sample of monthly contributions for defined

benefit schemes we inspected evidence to ensure
) that contributions received were compared against
known outgoings and contingency levels and
surplus funds were subsequently invested in
accordance with the client’s instructions.

For two clients, for three months, the
administration team was not been able to provide
the authorised cashflow analysis. Although this
was completed and authorised, they believe it was
saved in the temporary file location where items
are automatically deleted after 31 days.

Exception 1, detailed on page 5
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The Internal Controls Monthly Report identifies the due dates for key internally reportable items for each team.
Actual event dates are completed by each team leader and reports are submitted at the end of each calendar
month to the site administration manager for review, follow-up where necessary and sign-off by the team
leaders. The reportable items include the dates for receipt and processing of contributions for defined
contribution schemes, defined benefit schemes, monthly contribution investments and lifestyle switch

processing.

Key Controls Crowe testing of control procedure
Refers to the above Internal Controls Monthly Inspection
Report control. For a sample of months we obtained the Internal

Controls Monthly Reports for a sample of teams and
ensured these were submitted at the end of each

) calendar month. We also inspected the reports to
ensure they included due dates for receipt and
processing of contributions, monthly contribution
investments and life style processing and that these
reports were signed off by team leaders.

No Exceptions were identified
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2.2 Benefits payable and transfer values are calculated in accordance with scheme rules and
relevant legislation and are paid on a timely basis

Benefit payments and transfer values are processed by the administration team having detailed knowledge of
the operation of a scheme and are either calculated through automated processes set up in the UPM system, or
undertaken manually prior to being incorporated into the UPM workflow process.

Each UPM process has an embedded control making it obligatory that another person authorises the
transaction on-line at the member record level. Any manual calculations are required to be independently
checked, and where appropriate peer reviewed, as part of the authorisation stage of the workflow process.
Evidence of the checking and peer review is recorded by the authoriser. The manual calculation documents are
scanned into the UPM system and stored on the individual members’ records.

All calculations are checked before payment processing. Payment processing is addressed in the sections
below.

Appropriate letters to accompany each payment are produced either automatically from the UPM system or
manually, and copies are held within the system at the member record level.

Key Controls Crowe testing of control procedure
Refers to the above UPM process, all calculations Inspection
are checked and appropriate letters to accompany For a sample of benefit payments and transfer
each payment controls. values we inspected evidence as follows:

e ensured that the UPM processes required
that another person authorised the
transaction

e on-line at member record level;

e for manual calculations we ensured that
there was evidence that these were
independently checked and where
appropriate peer reviewed. We also
checked for evidence of checking on the
calculation document;

e ensured there was evidence that all
calculations were checked before payment
processing; and

e ensured the payments of benefitswere

e accompanied with appropriate letters.

No exceptions were identified
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Where members require future review of benefits (to ensure that quotes and options available to members are
issued on a timely basis) including members reaching normal retirement date, State pension age, cessation of
dependent’s/ill-health pensions, controls are in place to launch a Future Review Process in advance.

Alternatively, for those clients who have adopted the warm up letter process this letter will be sent to the member in
advance oftheir normal retirement date.

Key Controls Crowe testing of control procedure
Refers to the above members future review of Inspection
benefits control. ) For a sample of members reaching retirement we

inspected evidence that retirement quotes and
options available had been sent on a timely basis.

No exceptions were identified

The death in service process has an embedded control that ensures that death claims are made to the insurer
where death benefits are insured.

Key Controls Crowe testing of control procedure
Refers to the above death in service process Inspection
control. ) For a sample of death benefits paid which were

insured, we inspected evidence that death claims
were made to the insurer.

No exceptions were identified

UPM retirement & death processes have embedded controls to ensure that new pensioners and beneficiary
pensioners may only be created as a result of processing retirements or deaths for existing active, deferred or
pensioner members. In addition, in order to create a new pensioner or beneficiary pensioner payroll record,
authorisation has to be carried out at the administration stage and the payroll member creation stage by a member
of the administration team and a member of the payroll team respectively.

Key Controls Crowe testing of control procedure
Refers to the above control to create a new Inspection
pensioner or beneficiary pensioner payroll record. For a sample of new pensioners we inspected

) evidence that the creation of the new pension was
authorised by a member of the administration team
and a member of the payroll team.

No exceptions were identified
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3. Maintaining financial and other records

3.1 Member records consist of up to date and accurate information and are updated and
reconciled regularly

Members’ records and supporting documentation are held electronically within the UPM system. Records and
changes are updated daily through ad hoc instructions generated by the members or authorised client contacts,
and also annually through renewal and annual increase exercises. Such updates are processed by a member of
the administration team and peer reviewed.

Key Controls Crowe testing of control procedure

Refers to the above member records control. Inspection
For a sample of member requests in respect of
) data changes we ensured that member records
were processed by a member of the administration
team and peer reviewed.

No exceptions were identified

Daily at each office location, all incoming pension administration post and work items are sorted, and scanned
into UPM to comply with the requirements for BSI BIP 0008-1: 2008 Code of Practice for Legal Admissibility
and Evidential Weight of Information Stored Electronically. The post handling and scanning follows a defined
procedure including the use of scan batch controls. From March 2020, due to Covid-19 restrictions, all post is
now diverted to our Glasgow office where it sorted and scanned into UPM to comply with the requirements for
BSI BIP 0008-1: 2008 Code of Practice for Legal Admissibility and Evidential Weight of Information Stored
Electronically.

Original documentary evidence of identity and address is required before benefits can be settled. Original
certificates received are scanned, and additionally, controlled using a register to record relevant details including
the date of receipt and return by recorded delivery. With effect from March 2020, due to Covid-19 restrictions, If a
member is requesting a settlement of benefits we will require them to provide the current list of Identify and
Verification (ID&V) documents via a secure link plus some additional ID&V documentation as we will not be able to
have sight of the original documents in line with our normal procedures and controls.

Once scanned into UPM, items are allocated to an administration team, appropriately indexed and assigned for
processing. Each work item is linked to a workflow process having an embedded control segregating the processing
roles of an administrator and an authoriser. Daily monitoring of work-in-progress and prioritisation is undertaken by
each team leader or senior administrator. Workflow analysis is monitored at a management level and through the
Internal Controls Monthly Report.

Annual renewal exercises for active members and deferred members where relevant and pension increases for
pensioner members are undertaken through specific workflow processes within the UPM system. For pensioner
payroll records, a bulk tax code change process is interfaced with data files provided by HMRC.
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Key Controls

Crowe testing of control procedure

Refers to the above annual renewal exercise
controls.

Inspection

For a sample of schemes we ensured that the
annual renewal exercise for active members and
pension increases for pensioner members were
undertaken through specific workflow processes
within the UPM system

No exceptions were identified

Membership statistics for each scheme are extracted from UPM, reconciled and reported to clients as part of the quarterly

stewardship reporting.

Key Controls

Crowe testing of control procedure

Refers to the above membership statistic reporting
control.

Inspection

For a sample of schemes we ensured membership
statistics were extracted from the UPM system,
reported to clients as part of the quarterly
stewardship reporting and there was evidence of
review of the quarterly reports.

For one client, for two quarters, it was not possible
to evidence the review of the quarterly stewardship
reporting as due to remote working these reports
are no longer physically stamped.

Exception 2, detailed on page 6

Reconciliation of membership records also occur annually for the Annual Report and Financial Statements document
which is signed-off by the clients and their external auditors. The reconciliation of membership is peer reviewed by a

member of the administration team.

Key Controls

Crowe testing of control procedure

Refers to the above reconciliation of membership
records control.

Inspection

For a sample of schemes we inspected the annual
reconciliation of membership records and we
checked these for evidence of review.
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For one client, we were unable to evidence that
the annual member reconciliation had been
authorised as the annual member reconciliation
had been authorised verbally between the Team
Leader and Senior Administrator.

Exception 2, detailed on page 6.
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3.2 Contributions and benefit payments are completely and accurately recorded in the proper

period

Contributions and benefit payments are recorded in the cash book on the day the transaction occurs.

Bank reconciliation are undertaken and checked on a monthly basis, with the reconciliation date entered onto the
Internal Controls Monthly Report. This report is reviewed and signed-off by each office administration manager

who sample checks where necessary.

Key Controls

Crowe testing of control procedure

Refers to the above bank reconciliation being
recorded on the Internal Controls Monthly reporting
control

Inspection

For a sample of Internal Controls Monthly Reports
we checked for evidence of the date of the bank
reconciliation being performed monthly and
checked that the reports were reviewed and
signed-off by each office administration manager.

No exceptions were identified.

Entries on the cash book are used as a source of input to the preparation of the quarterly stewardship report,
which include dates of contributions and payments, to the clients, and also for the Annual Report and Financial
Statements which are subject to audit by the clients, which include auditors.

Key Controls

Crowe testing of control procedure

Refers to the above quarterly stewardship control.

Inspection

For a sample of quarterly stewardship reports we
ensured that dates of contributions and payments
were included and there was evidence of review of
the quarterly reports.

29 AAF 01/06 AND ISAE 3402 Assurance Report

For one client, for two quarters, it was not possible
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these reports are no longer physically stamped.
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stewardship reporting as evidence of authorisation
had been saved to a temporary folder and deleted
after 30 days.

Exception 2, detailed on page 6.
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3.3 Investment transactions, balances and related income are completely and accurately recorded

in the proper period

For a Defined Benefit scheme, investment transactions arise out of the cash management process where funds

in excess of outgoings and contingency are identified. These funds are invested in accordance with clients’

instructions and are recorded in the cash book. Controls within the cash management process include: surplus

funds are signed-off by a checker, an instruction is sent to the investment manager advising of investment, the

payment to the investment manager is undertaken through the segregated control processes within the electronic

banking system identified below, and the bank instruction form to invest the money is signed off by two

signatories.

Key Controls

Crowe testing of control procedure

Refers to the above investment transaction
controls.

Inspection

For a sample of investments in Defined Benefit
schemes we ensured that these represented
surplus funds as evidenced by a sign-off by a
checker and inspected evidence that these were
recorded in the cashbook. We also ensured that the
investment was signed off by an authoriser and a
bank instruction form was raised and signed by two
signatories

A disinvestment transaction is controlled in a similar manner, but an order instruction is raised, authorised and
issued to an investment manager. The cash book is updated on receipt of funds.

Key Controls

Crowe testing of control procedure

Refers to the above disinvestment transaction

control.

Inspection

For a sample of disinvestments in Defined Benefit
schemes and Defined Contribution schemes we
verified that order instructions for disinvestments
were raised and authorised.
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as disinvestments for this client are undertaken by
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For a Defined Contribution scheme, the transfer of members’ funds between investment options and lifestyle
switching is undertaken through the embedded controls within UPM processes. Such transactions are peer
reviewed. In addition, cash management controls operate for each buy and sell transaction.

Key Controls Crowe testing of control procedure

Refers to the above investment options control. Inspection
For asample of switches we ensured these were
undertaken within the UPM processes and there was
evidence of review.

No exceptions were identified

Bank reconciliation controls operate and are detailed elsewhere in this report.

Defined Contribution unit reconciliation are carried out monthly or in line with the reporting cycles of relevant
investment managers where monthly reporting is unavailable. These unit reconciliation are reported as having
been completed in the Internal Controls Monthly Reports.

Key Controls Crowe testing of control procedure
Refers to the above Defined Contribution unit Inspection
reconciliation control. For a sample of Defined Contribution unit

reconciliation we checked that these had been
completed and signed off on the Internal Controls
Monthly Reports.

No exceptions were identified.

Accounting records for Defined Benefit investments are reconciled to investment manager transaction
statements on an annual basis as part of the Report & Accounts preparation.
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3.4 Scheme documents (deeds, policies, contracts, booklets etc) are complete, up to date and
securely held

Original scheme documents will be held by the client, its legal advisers or its pension scheme consultants if the
latter provide a document management service.

Copies of scheme documents that are made available by clients and their advisers are held in electronic and
hard copy form, and are stored on site at each administration location as part of the scheme level
documentation that is used and maintained by each administration team.

Hard copy documents are stored in dedicated filing areas at each office location and are readily accessible to
the administration teams. With effect from March 2020, due to Covid-19 restrictions, all administration teams
refer to and maintain electronic copies of Scheme documents.

Maintenance of scheme documentation is controlled by the client in association with its legal advisers and
pension scheme consultants.

The administration teams are kept appraised of any changes to the documentation and are provided with
copies of new documentation by the client and its advisers.

Key Controls Crowe testing of control procedure

Refers to the controls above being performed to Inspection

ensure scheme documents are securely held. For a sample of clients we verified through enquiry

) that hard copy scheme documents were securely
held.

No exceptions were identified
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4. Safeguarding assets

4.1 Member and scheme data is appropriately stored to ensure security and protection from
unauthorised use

Member and scheme data are both physically and logically protected from unauthorised access.

Prior to March 2021, and pandemic restrictions, each office had a controlled entry system and a manned reception
desk to monitor visitor movements. Following Government guidelines, during the pandemic, each office was closed
except for a select number of key individuals for key activities, such as receiving and sorting post in our Glasgow

office.
Key Controls Crowe testing of control procedure
Refers to the above office entry system control. Inspection

Through enquiry we ensured there was a
) controlled entry system and a manned reception
desk to monitor visitor movements.

No exceptions were identified

Member and scheme data are stored electronically on the UPM system. Access requires layered passwords,

each layer being controlled and administered separately. Access levels are granted in accordance with job
responsibilities.

Key Controls Crowe testing of control procedure

Refers to the above layered password control. Inspection

We verified through observation that access to the
) system was controlled through layered password in
accordance with job responsibilities.

No exceptions were identified

Inspection
We verified through observation and enquiry that
access to the system was controlled by the different
layers which are controlled through individual

) usernames and passwords and levels of access
are in line with job responsibilities.

No exceptions were identified

For installations of new clients involving ITM, data is shared via a secure File Transfer Protocol (FTP) site.
Access to the data shared via the FTP site is controlled via individual usernames and passwords. ITM is

contracted to store data securely and they delete data relating to each installation six months after the
completion of the project.
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Hard copy documents are stored in dedicated filing areas when not in use at each office location

and are readily accessible to the administration teams.

Key Controls

Crowe testing of control procedure

Refers to the above scheme data storage control.

Inspection

We verified through enquiry that scheme data held
as hard copy was held in dedicated and secure
filing areas when not in use.

No exceptions were identified

Historical hard copy member data is archived and held in secure storage with our approved off-site suppliers
relevant to each office location. Member data originating prior to the installation of the UPM system is back
scanned and stored at the member record level as required.

Key Controls

Crowe testing of control procedure

Refers to the above hard copy member data
storage control.

Inspection

We verified through enquiry that historical hard copy
member data was archived and held with approved
off-site suppliers relevant to each office location.

Key Controls

No exceptions were identified

Crowe testing of control procedure

Refers to the above member data storage prior to
installation of UPM control.

Inspection

For a sample of member data originating prior to
the installation of the UPM system we ensured
through enquiry and observation that this was
back scanned and stored at the member record
level as required.
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4.2 Cash is safeguarded and payments are suitably authorised and controlled

Payment processing is undertaken daily at each site with appropriate segregation of duties being applied.
Preparation of a payment instruction is functionally segregated from authorisation.

Key Controls

Crowe testing of control procedure

Refers to the above payment processing control.

Inspection

For a sample of bank payments we checked for
evidence of separate personnel preparing and
authorising the payments.

For one of thirteen samples, we were unable to
evidence the payment request form as this had
not been uploaded to the members files.
Additionally, for one of thirteen samples, it was not
possible to obtain evidence that the bank
authorisation of the payment as this document
was retained in the office and therefore not
accessible.

Exception 3, detailed on page 6.

Client bank accounts are established in the name of the trustees or the scheme with a restricted list of Hymans
Robertson signatories to effect payments and transactions within each account. Clients have the option to
specify upper signing limits. Upper signing limits will be operated based upon client instructions and requiring
client representatives to authorise payments above those agreed limits.

Key Controls

Crowe testing of control procedure

Refers to the establishment of the above client bank
account controls.

Inspection

For a sample of client bank accounts we ensured
that these were established in the name of the
trustees with a restricted list of Hymans Robertson
signatories.

Key Controls

No exceptions were identified

Crowe testing of control procedure

Refers to the upper signing limits of the above client
bank account controls.

Inspection

For a sample of client bank accounts where clients
had requested upper signing limits we evidenced
that the upper limits were applied to the payment
authorisation system.
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Each client bank account relating to defined benefit will be established with a lower and upper limit on account
balances. These limits are reviewed and monitored as part of the monthly bank account reconciliation process.
An automated warning process applies when these limits are exceeded to trigger review and any action that
may need to be taken.

Key Controls Crowe testing of control procedure
Refers to the above control of client bank account Inspection
limits. For a sample of client bank accounts relating to

defined benefit we ensured limits were reviewed

) and monitored as part of the monthly bank account
reconciliation process and where appropriate we
observed evidence of the automated warning
process which applied when these limits are
exceeded.

For one client for one month, it was not possible to
email alert sent for the month of July 2020.

Exception 3, detailed on page 6

Where a client account is established with our relationship bank, electronic banking facilities are available and
these are operated with appropriate authorisation and segregation. The bank allocates the trustee bank
account to our on-line workstation number. When written confirmation of allocation is received, the accounts
team liaises with the allocated administration and cash management team who will operate the client account
and set-up the cashbook and record keeping details.

To undertake an electronic payment four segregated processing steps are required:

e Administration team member prepares input backingdocumentation;
e Separate administration team member checks supportingdocumentation;
e Separate administration team or cash management team member checks inputs;

e Verification of the payment instruction is completed by a third person, independent of the administration
process;

e Final authorisation of the payment is completed by a fourth person, again independent of the administration
process.
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Electronic transmission of a payment using an authentication device is undertaken as a separate
process. Separate members of the team prepared and authorised the transaction. After transmission,
the submitted documentation and payment processing details are returned to the administration
team. A transmission confirmation is retained as a separate record.

Key Controls

Crowe testing of control procedure

Refers to the above segregated payment controls.

Inspection

For a sample of electronic payments we checked for

evidence of:

* separate members of the team having prepared
and authorised the transaction;

* use of an authentication device as aseparate
process;

» submission of documentation and payment
processing details to the administration team;
and

« Transmission confirmation retained as a
separate record.

No exceptions were identified

The alternative to making an electronic payment is cheque processing. Cheques are held in safe custody at a
central location on each site, and are only accessible by approved persons. Cheque signatories are identified
on authorised bank mandates which are updated as required, and a copy held at each site.

Key Controls

Crowe testing of control procedure

Refers to the above control of cheques in safe
custody.

Inspection

For a sample of client bank accounts we enquired
as to what cheques were held and where they were
held on each site being only accessible by approved
persons.

No exceptions were identified

A cheque is prepared by the administration team or cash management team. The prepared but unsigned
cheque together with supporting transaction and cash management documentation is submitted to two
authorised cheque signatories for signing. The signed cheque is issued and the documentation is returned to
the administration team or cash management team who scans a copy of the payment documentation into the

UPM system at member.
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Key Controls Crowe testing of control procedure

Refers to the above control of cheques being Inspection
presented for signature. For a sample of payments we inspected evidence
that cheques together with supporting transaction
) and cash management documentation was
submitted to two authorised cheque signatories for
signing.

No exceptions were identified

Cheque register logs are maintained, as part of the post opening duties, in each location which log payee,
amount, scheme and date banked. Cheques are passed to Team Leaders on the day received to ensure
prompt paying in. With effect from March 2020, due to Covid-19 restrictions, we have been unable to make any
payments by cheque. We have accepted cheque payments, however these have been banked as and when
individual staff members have been able to access each office location. . All debits have therefore been
performed electronically.

Key Controls Crowe testing of control procedure
Refers to the above control of cheques being paid Inspection
in to the bank. ) Forasample of cheques received we checked that

they were banked promptly.

No exceptions were identified

Bank reconciliation are performed monthly. The centralised cash management unit undertakes reconciliation of
their cash management accounts. Where an administration team has retained their cash management
function, they perform the reconciliation. A sign-off stamp of both the doer and the checker is recorded in
addition to the date of reconciliation. All sign-off, from March 2020 onwards, is performed using electronic

signatures.

Key Controls Crowe testing of control procedure
Refers to the above control of preparing monthly Inspection

bank reconciliation. For a sample of monthly bank reconciliation we

) ensured that these were completed and we
inspected evidence of a sign-off stamp of both doer
and checker and the date of the reconciliation.

No exceptions were identified
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At the end of a calendar month each team is required to submit to the site administration manager their Internal
Controls Monthly Report specifying the dates on which bank reconciliation were performed. The report is
reviewed by sample checking, follow-up where necessary, and sign-off. All sign-off is now performed via
electronic signature with the administration team doer, checker and Administration Manager/Operations Lead
providing final electronic sign-off.

Where a client has elected for a pensioner payroll service, this service is administered by the central payroll
processing unit, using the payroll module within the UPM system. Segregation of duties is demonstrated by the
central payroll unit undertaking the administration processing to the creation of a BACS file, and then two separate
authorised signatories, undertaking the payment processing and transmission of each BACS file. A manual check is
performed to compare each payroll total to the previous month and differences of more than 5% are investigated.

Controls within the central payroll processing unit comprise the embedded controls within the UPM system which

ensures that each payroll is prepared and separately authorised. Detailed checklists assist with both preparation and
authorisation processes and include completion of a payroll reconciliation sheet for each payroll/payroll group which
identifies changes between payroll periods.

Key Controls Crowe testing of control procedure
Refers to the above control of preparing a monthly Inspection
pensioner payroll. We observed the preparation of a monthly payroll

) and the use of the checklists for procedural
guidance. For a sample of payrolls we obtained the
manual checks performed to ensure that
differences of more than 5% are investigated.

No exceptions were identified

Controls evident on documentation arising from the UPM system together with the relevant payroll
reconciliation sheet are by a duly completed quality sign-off stamp, which also identifies the BACS file name
and creation date.

Key Controls Crowe testing of control procedure
Refers to the above control of reviewing and Inspection
reconciling a monthly pensioner payroll. For a sample of monthly pension payrolls we

) inspected the reconciliation sheets for evidence of a
quality sign-off stamp and identification of the BACS
file name and creation date.

No exceptions were identified

Client payrolls have been processed individually and, apart from two clients, have been processed directly from
the relevant client trustee bank account without the use of a payroll clearing account. The payment of PAYE to
HMRC is undertaken electronically before the statutory deadline each month from each client bank account.
Our testing indicates that these two clearing accounts are still being used.

Key Controls Crowe testing of control procedure
Refers to the above control of reviewing and Inspection
reconciling a monthly pensioner payroll. For a sample of monthly reconciliation of the payroll

clearing account we inspected evidence of sign-off.

No exceptions were identified
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5.  Monitoring compliance

5.1 Contributions are received in accordance with scheme rules and relevant legislation

Each administration team monitors the receipt of contributions in accordance with each scheme’s Schedule of
Contributions/Payment Schedule and in accordance with each client’s established business unit. Payment
dates and payment methodologies will vary from client to client. Any late or non payment of contributions are
included on the Internal Controls Monthly Reports and communicated to the Scheme actuary and client.

Key Controls Crowe testing of control procedure
Refers to the above control of monitoring the Inspection
monthly contribution receipts. We enquired into any late or non-payment of

) contributions and ensured these were included in
the Internal Controls Monthly Reports and
communicated to the scheme actuary and client.

No exceptions were identified

Administration teams record receipt of contribution payments within the cashbook ledgers noting amounts and
dates of payment.

Administration teams operate checking processes to identify expected payment dates for each client
individually. Non-payment or late payment is reported promptly by the administration team to the scheme
actuary and the client.

Regulatory compliance, which includes the late payment of contributions, is monitored at a management level
through the Internal Controls Monthly Report.

Key Controls Crowe testing of control procedure
Refers to the above control of monitoring the Inspection

monthly contribution receipts and notifying scheme For a sample of Internal Controls Monthly Reports
actuary of any delays. we inspected the reports for any late payments of

) contributions and where applicable checked for
evidence that the late payment of contributions were
reported by the administration team to the scheme
actuary and client.

No exceptions were identified
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5.2 Services provided to pension schemes are in line with service level agreements

The scope and high level delivery of services is agreed with each client at the appointment and new scheme
installation stage. Any subsequent change to requirements or services are discussed and agreed with each
client as and when required and before implementation. The service level agreement is amended accordingly.

Key Controls

Crowe testing of control procedure

Refers to the above control of delivery of service to

clients.

Inspection

For a sample of clients we tested to ensure any
amendments to the delivery of services was as
agreed with the client and the service line
agreement amended accordingly.

No exceptions were identified

Once the live services have commenced, day to day work is recorded within the UPM system and its integrated
workflow control tool. Administration staff and team leaders work directly from electronic work trays within the
system and are able to monitor and sort work in accordance with due dates for completion and levels of priority.

Key Controls

Crowe testing of control procedure

Refers to the above control of electronic work trays.

Inspection

We verified through observation that administration
staff and team leaders worked directly from
electronic work trays within the system and were
able to monitor and sort work in accordance with
due dates for completion and levels of priority.

No exceptions were identified

Administration team leaders review workloads for their team members on a daily

Key Controls

Crowe testing of control procedure

Refers to the above control of team leaders

reviewing workloads.

Inspection

We verified through observation that administration
team leaders reviewed workloads for their team
members on a daily basis.
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Target service standards are made available to clients at the proposal for services stage and subsequently upon

request or where changes are to be made.

Key Controls

Crowe testing of control procedure

Refers to the above control of targeting service
standards.

Inspection

For a sample of clients we ensured target service
standards were made available to them upon
request or where changes were made.

No exceptions were identified

All work recorded within the UPM system is allocated a target completion date and various reporting tools are
available to monitor completion and performance standards. Details of workflow processing are included within
the quarterly stewardship reporting which is explained elsewhere in this document.

Key Controls

Crowe testing of control procedure

Refers to the above control of target completion
dates for work on UPM.

)

Inspection

We verified through observation that work recorded
within the UPM system was allocated a target
completion date and we observed the available
reporting tools used to monitor completion and
performance standards.

No exceptions were identified

5.3 Transaction errors are rectified promptly and clients are treated fairly

A formal and documented exception reporting process exists nationally across our business. All employees are
trained in the procedures and have access to the reporting guidelines.

Key Controls

Crowe testing of control procedure

Refers to the above control of exception reporting.

Inspection

We verified through enquiry that employees were
trained in the formal and documented exception
reporting process procedures and we observed that
employees had access to the reporting guidelines.
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The administration teams complete a template form after discussion with the Administration manager which
is forwarded to the TPA Quality Assurance team who assess the nature of the event and decide whether Legal
advice is required, whether the event constitutes a Risk to Hymans Robertson or whether the matter can be
managed within the TPA business unit. This decision is based upon the materiality (financial and/or
reputational) and the incidence of the type of event.

The information is input to the event database and either Legal or Risk are notified via this database when
input is required.

The Legal, Risk & Compliance Team have access to this database. Other access is restricted to the Quality
Assurance team who manage all Events through to completion.

Any transaction errors or complaints are treated as Risk Events and are recorded upon the Risk Event
Database in accordance with our standard documented procedure.

GDPR events are logged and managed via the Privacy Hub in accordance with Firm wide procedure.

The Operations Lead is updated verbally on a weekly basis on the ongoing position of events by the Quality
Assurance team and which events have been escalated to Legal or Risk.

Exceptions are rated 1 through to 5 with 5 being Critical (e.g. a loss of key systems/facilities for more than a
business day, the issue affects more than 25% of customes, clients or staff and/or high potential for customer
detriment, potential financial loss of >E1m). The Quality Assurance team (and Legal or Risk as required) work
with the client team and the Operations Lead (for exception events rated 3 or higher) to determine the
corrective action to be taken in each case. The parties will also agree the extent to which the Client Director
should be involved in the resolution of the event. They provide advice to the client team,review
communication material as required and ensure the progress of each case is managed to a resolution.

Key Controls Crowe testing of control procedures
Refers to the above control of exception reporting |nspection
and investigation. For a sample of exception reports we obtained

evidence to ensure that these were copied to the

) Operations Lead (for exception events rated 3 or
higher) and where appropriate the Client Director as
required, we also verified through enquiry that these
had been resolved and communicated to the client.

No exceptions were identified

In accordance with both our regulatory obligations and professional standards the client team and the
management of the business strive to ensure the fair treatment of the client, including where applicable
individual members, in resolving any issues.
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6. Reporting to clients

6.1 Periodic reports to participants and scheme sponsors are accurate and complete and provided
within the required timescales

Quarterly (or at a frequency agreed with the client) stewardship reports to clients are compiled for each scheme
using various sources of data which are entered onto a specific scheme template. Each report is prepared and
checked prior to issue. Reports are issued to coincide with client trustee meetings.

Key Controls Crowe testing of control procedure

Refers to the above control of reviewing quarterly |nspection
stewardship reports. For a sample of schemes we obtained a sample of
) quarterly stewardship reports and inspected evidence
of these being checked.

For one client, for two quarters, it was not possible
to evidence the review of the quarterly
stewardship reporting as due to remote working
these reports are no longer physically stamped.

For one client, for two quarters, it was not possible
to evidence the review of the quarterly
stewardship reporting as evidence of authorisation
had been saved to a temporary folder and deleted
after 31 days.

Exception 1, shown on page 5
The reports provide commentary on the administration services provided during the reporting period together
with statistical details on work completed and in progress; financial summaries and extracts from the
cashbooks; and where relevant, copies of individual member feedback forms which have been received by the
administration teams.

Annual benefit statements are produced for individual members and these provide information of the members’
benefit entitlements across a range of scenarios, typically covering retirement, death and early leaving. The
design and content of the benefit statements will depend upon the scheme type and the requirements of each
client.

The operational control for the production of annual benefit statements arises through the automated workflow
processes within the UPM system. Benefit calculations are completed through the automated calculation
routines within the UPM system.

Key Controls Crowe testing of control procedure
Refers to the above control of preparing the annual Inspection
benefit statements through automation. For a sample of annual benefit statements we ensured

) that these were produced through the automated
workflow and calculation routines from within the UPM
system.

No exceptions were identified

Statutory Money Purchase lllustration (SMPI) details are calculated by the actuarial business unit with checking
and peer review applied before release to the administration business unit and inclusion within the members’
benefit statements.

44 AAF 01/06 AND ISAE 3402 Assurance Report

) DB only DConly ) DB&DC



Key Controls

Crowe testing of control procedure

Refers to the above control of reviewing SMPI
statements.

Inspection

For a sample of annual statements (SMPI) provided
to members of defined contribution schemes we
obtained evidence that these were peer reviewed.
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6.2 Annual reports and accounts are prepared in accordance with applicable laws and
regulations

A scheme’s Annual Report and Financial Statements (in both draft and final versions) are prepared by the
accounts team, primarily from information supplied by the scheme’s investment manager(s) and the relevant
internal cash management system. A software package is used to merge the sources of data to produce a trial
balance.

A member of the accounts team inputs the trial balance and member data into a statutory compliant Annual
Report and Financial Statements template document. This provides the draft document which is reviewed by
another member of the accounts team prior to audit by the scheme’s external auditors. The external auditors
sign-off both the Independent Auditor’'s Report and the Independent Auditors’ Statement about Contributions.

The final version of the Annual Report and Financial Statements is signed off by the scheme’s trustees.

An Annual Report and Accounts timetable is produced and agreed with auditors and trustees to produce signed
accounts at a trustee meeting (or other agreed date if accounts are not being signed at a trustee meeting) within
the statutory deadline. The difference to the timetable is managed by the lead pension plan accountant and
delivery is monitored in conjunction with Secretary to trustees and auditors to ensure that the Report and
Accounts are audited and signed by the due date. An accounts status spreadsheet is maintained for each client
and the various stages of completion are signed by the preparer and the reviewer.

Key Controls Crowe testing of control procedure
Refers to the above controls of preparing and Inspection

reviewing Annual Reports and Financial For a sample of Annual Reports and Financial
Statements. Statements we checked for evidence of:

» the accounts being checked by another member

of the accounts team prior to audit by the
) scheme’s external auditors;

» use of the template document foraccounts
production; and

» the completion of an accounts status
spreadsheet signed by the preparer andthe
reviewer.

No exceptions were identified
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6.3 Regulatory reports are made if necessary

Administration team leaders will identify and report any regulatory matters to their local administration manager
and subsequently to the scheme actuary, Client Director and client contact as necessary.

Each team leader is required to complete the Internal Controls Monthly Report for each scheme, which
records as internally reportable items any issues which may impact on the compliance with the relevant
statutory requirements. This report is reviewed by the Team Leader, and Administration Manager or
Operations Lead. Any exceptions noted are referred to the Operations Lead for review and follow-up.

Regulatory reports will be made by the scheme actuary and usually in conjunction with the client.

Key Controls Crowe testing of control procedure
Refers to the above controls of updating and Inspection

monitoring the Internal Controls Monthly Report for For a sample of the Internal Controls Monthly

each scheme. Reports we inspected the reports to obtain evidence

) these reports are reviewed by the Associate
Practice Leader. There were no cases identified that
included reportable issues.

No exceptions were identified.
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7. Restricting access to systems and data

7.1 Physical access to computer networks, equipment, storage media and program
documentation is restricted to authorised individuals

Each office has a controlled entry system and a manned reception desk to monitor visitor movements.

Key Controls Crowe testing of control procedure
Refers to the above controls of the office entry Inspection
system. Through enquiry we ensured there was a

) controlled entry system and a manned reception
desk to monitor visitor movements.

No exceptions were identified

At each site, computer equipment is maintained in secure areas with restricted access to authorised personnel
only. A visitor requiring access to any restricted area, for example an engineer, is supervised by IT operational
staff.

Key Controls Crowe testing of control procedure
Refers to the above controls over the security of Inspection
computer equipment. ) We verified through enquiry that computer

equipment was maintained in secure areas.

No exceptions were identified

All PCs and laptops are subject to a standard ‘in-house’ build and desktop format with enforced branding.
Regular hardware and software audits are performed on all PCs to ensure compliance with internal IT policies.

All staff sign up to our internal Information Security Policies as part of their employment contracts.

For remote working, we have an ‘acceptable use’ policy, which covers the use of devices for remote working.

Additionally, guidance was issued to all staff during the pandemic, regarding working from home and the
use/maintenance of I.T equipment when specifically working from home.

Key Controls Crowe testing of control procedure
Refers to the above controls over staff signed up to Inspection
the internal IT policy. ) We verified through enquiry that all staff had signed

up to the internal IT policy and operational terms.

No exceptions were identified
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7.2

Logical access to computer systems, programs, master data, transaction data and

parameters, including access by administrators to applications, databases, systems and networks,
is restricted to authorised individuals via information security tools and techniques

Logical access will be granted to network and applications in accordance with the authorisation by IT

operations and the relevant system support teams.

New user access is established by the IT support team following submission of a new starter form which

must be authorised by the user’s line manager.

Key Controls

Crowe testing of control procedure

Refers to the above controls over new user access

Inspection

For a sample of new starter forms we inspected
these for authorisation by the user’s line manager
and ensured new user access was established by the
IT support team.

No exceptions were identified

User accounts for staff that leave are closed by the IT team following submission of a leaver form which is

authorised by the appropriate line manager.

Key Controls

Crowe testing of control procedure

Refers to the above controls over user access when
staff leaves.

>

Inspection

For a sample of leaver forms we inspected these for
authorisation by the appropriate manager and
ensured the leavers accounts were closed by the IT
team.
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A monthly reconciliation of leavers is completed between the Human Resource records and the central IT

records, ensuring that any discrepancies are investigated.

Key Controls

Crowe testing of control procedure

Refers to the above controls of monthly leaver
reconciliation.

Inspection

We inspected the latest monthly reconciliation of
leavers between the Human Resource and central
IT records to ensure that any discrepancies are
investigated.

No exceptions were identified

Logical access by privileged users is restricted to those individuals with specific technical network and
application job responsibilities and their requirement to resolve issues arising.

Key Controls

Crowe testing of control procedure

Refers to the above controls to restrict access.

Inspection
We obtained a list of privileged users and ensured
that these were in line with responsibilities.

No exceptions were identified

Enforced changes to passwords occur at periodic intervals in accordance with network and application

settings.

Key Controls

Crowe testing of control procedure

Refers to the above controls to enforce changes to
passwords.

Inspection

We verified through enquiry and observation that
enforced changes to passwords occurred at
periodic intervals in accordance with network and
application settings.
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7.3 Segregation of incompatible duties is defined, implemented and enforced by logical
security controls in accordance with job roles

Segregation of incompatible duties is enforced by user profiles and processing tasks within the pension’s
administration, pension payroll, cash management and systems maintenance operations.

The set-up to access a network and an application is segregated and is granted to users in accordance with their
job responsibilities.

Key Controls Crowe testing of control procedure

Refers to the above controls over user access. Inspection
We verified through enquiry that access to the
system was controlled by the different layers which
) are controlled through individual usernames,
passwords and levels of access granted are in line
with jobresponsibilities.

No exceptions were identified
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8. Providing integrity and resilience to the information processing environment,
commensurate with the value of the information held, information processing
performed and external threats

8.1 IT processing is authorised and scheduled appropriately and exceptions are identified and
resolved in a timely manner

IT processing is available daily in accordance with business requirements. Back-up activity is undertaken to
comply with a daily and weekly schedule and is detailed below.

Tested in 10.1

8.2 Data transmissions between the service organisation and its counterparties are complete,
accurate, timely and secure

Data transmissions of financial data including pension payroll and electronic banking use secure encryption
algorithms and smart card technology. Data transmitted through e-mail is encrypted or, where preferred by our
clients, using password protection.

Key Controls Crowe testing of control procedure
Refers to the above controls over data Inspection
transmissions. For a sample of data transmissions and data

) transmissions of financial data including pension
payroll and electronic banking we checked for the
use of secure encryption algorithms, smart card
technology or password protection as appropriate.

No exceptions were identified

Only authorised senior personnel within Hymans Robertson can access and handle financial data. There is
segregation of duties for all personnel and no one individual can create, authorise and transmit a payment.

Key Controls Crowe testing of control procedure
Refers to the above controls over accessing and Inspection
handling financial data. We verified through enquiry that only authorised

senior personnel can access and handle financial

) data and we obtained a listing of personnel with
access rights and verified through enquiry the
segregation of duties.

No exceptions were identified
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BACS Bureau facilities are used to process pension payroll payments. This is accessed through internet-based
software by authorised individuals who have been set up as either Approvers or Submitters. Each transmission
needs two individuals to approve and submit it using passwords and PIN numbers. Smart cards have been
issued to be used in a disaster recovery situation. Smart cards are kept secure with each owner.

Key Controls Crowe testing of control procedure
Refers to the above controls of processing a BACS Inspection
payment. We verified through enquiry and the testing of a

sample of BACS payments that the BACS payment

) process is accessed through internet-based
software by authorised individuals who have been
set up as either Approvers or Submitters.

No exceptions were identified

Key Controls Crowe testing of control procedure
Refers to the above controls relating to security Inspection
over users smart cards. ) We verified through enquiry and observation that

smart cards were kept secure by users.

No exceptions were identified

Electronic banking transmissions are made through secure modem links with our relationship bank. A
restrictedlist of authorised users only can effect electronic payments and transmissions.

Transaction data transmission confirmation with payment counterparties is evidenced as follows: electronic
transmission of a payment with our relationship bank generates a transmission confirmation document; BACS
confirmation takes the form of a transmission report and processing confirmation from BACSTEL-IP the day
before the processing date.

Key Controls Crowe testing of control procedure
Refers to the above controls over processing and Inspection
transmitting a BACS payment. For a sample of BACS payments we inspected the

) transmission confirmation document and the
processing confirmation from BACSTEL-IP.

No exceptions were identified
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8.3 Appropriate measures are implemented to counter the threat from malicious
electronic attack (e.g. firewalls, anti-virus etc)

The threat from malicious electronic attack is mitigated by the installation of firewalls and anti-virus software.
The anti-virus software we have installed scans any file prior to opening. Should any virus or mal-ware be
detected, the software generates a report accessible by IT operations. Follow-up action is taken.

Key Controls Crowe testing of control procedure
Refers to the above controls over maintenance of Inspection
the firewall and anti-virus software. We verified through enquiry and observation that
) firewall and anti-virus software was used and
maintained.

No exceptions were identified

Key Controls Crowe testing of control procedure
Refers to the above controls of the anti-virus Inspection
software working. We verified through enquiry and observation that

) anti-virus software was utilised and that action was
taken where virus or malware was detected.

No exceptions were identified

An annual Penetration test is run on external facing sites and systems by a third party, in addition all new
systems are tested before going live. The results of these reviews and tests are distributed internally to the
appropriate management and client teams. These include vulnerability scanning. As part of the test, known
vulnerabilities are checked that are specific to vendor, platform and version. Adhoc pen test area is also
conducted on new applications before being released to live environments. The last yest was conducted in
November 2020.

High priority issues were addressed immediately.

Key Controls Crowe testing of control procedure
Refers to the above controls and results of the Inspection
intrusion test. We obtained the report from the December 2019

test and reviewed this for the conclusion referred to.

) We also obtained the action plan and reviewed this
for recommendations for improvement and
confirmed through enquiry that high priority
concerns were addressed.

No exceptions were identified
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8.4 The physical IT equipment is maintained in a controlled environment

IT equipment including servers, routers and emergency standby facilities is located within locked rooms.

Key Controls

Crowe testing of control procedure

Refers to the above controls over security on IT

equipment.

Inspection

We verified through enquiry that IT equipment
including servers, routers and emergency standby
facilities were located within locked rooms.

No exceptions were identified

Gas suppressant in the event of a fire has been installed in accordance with Health and Safety requirements
where the design and construction of office accommodation permits.

Key Controls

Crowe testing of control procedure

Refers to the above controls over health and safety

in the event of a fire.

Inspection

We verified through enquiry that gas suppressant in
the event of a fire had been installed where the
design and construction of the office
accommodation permitted.

No exceptions were identified

Equipment is accessible only to those members of staff who require operational access and who are suitably

authorised.

Key Controls

Crowe testing of control procedure

Refers to the above controls over access to
equipment.

Inspection

We verified through enquiry that equipment was
accessible only to those members of staff who
required operational access and who were suitably
authorised.

No exceptions were identified

We have twin main power and back-up supplies to all our critical systems. Local area and wide area devices are

also duplicated.

55 AAF 01/06 AND ISAE 3402 Assurance Report

) DB only DConly

) DB&DC



9. Maintaining and developing systems hardware and software

9.1 Development and implementation of new systems, applications and software, and
changes to existing systems, applications and software, are authorised, tested, approved

and implemented

Network applications across Hymans Robertson are developed and maintained through operational controls
and test environments before release to live operation and use.

Software and hardware support and maintenance is provided by the IT support team and all requests for
support are recorded, monitored and controlled through an internal on-line help desk and logging facility.

High level network and software solutions are analysed, reviewed, tested and released through internally

designed project management controls.

Key Controls

Crowe testing of control procedure

Refers to the above controls over large-scale IT
projects.

Inspection

There have been no large-scale IT projects in the
period hence we have not performed any testing in
this area.

No exceptions were identified

Development, maintenance and upgrades to the UPM administration system are controlled through the TPA
systems support team. All changes to the UPM software are analysed and tested in secure database
environments and approved before release to the live database.

Key Controls

Crowe testing of control procedure

Refers to the above controls over upgrades to the
UPM system.

Inspection

For a sample of upgrades to the UPM system we
obtained evidence of testing and approval prior to
release to the live database.
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There are internal processes in place for recording and controlling all changes including improved functionality
through fixes and upgrades released by the UPM software provider (Civica plc). These changes are tested
initially in a segregated environment prior to being released to the test and live platforms.

Client specific and internal software developments are undertaken by the TPA systems support team and are
released to the test environment for user testing and sign-off prior to release onto the live platform.

Key Controls

Crowe testing of control procedure

Refers to the above controls of client specific

changes.

Inspection

For a sample of client specific changes we obtained
evidence of testing and sign off prior to release to
the live database.

No exceptions were identified

9.2 Data migration or modification is authorised, tested and, once performed,reconciled back to

the source data

Data migration or modification is subject to testing and validation which is completed by both the TPA systems support
team and the administration teams. For example, when taking on a new client as noted on the new client installation

checklist.

Control total and validation tests are applied at a high level by the systems support team for any bulk data migration or
modification exercises, for example when taking on a new client. Validation tests are reconciled back to source data.

For installations of new clients where the data transition work is completed by ITM the scheme’s administration data is
mapped, transformed and reconciled by ITM against the original dataset to ensure that the transformation has been
successful. The transformed data files are then loaded to our administration system by our internal system support team
and a final set of reconciliation control total results are produced to confirm that the installation process has been

successful.

All data migration and bulk change work is completed within a test environment and subject to system support team and
user acceptance testing. Once authorised, data is transferred to the live operating database and again subject to
validation and testing before sign off by the receiving administration teams.

Day to day operational data changes, data loads and maintenance is performed by the administration teams

following the embedded workflow processes within the UPM system.

Key Controls

Crowe testing of control procedure

Refers to the above controls of data changes and

maintenance.

Inspection

For a sample of new schemes we inspected the
new client installation checklists to ensure
procedures relating to data migration or modification
had been undertaken.
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10. Recovering from processing interruptions

10.1 Data and systems are backed-up regularly, retained offsite and regularly tested for
recoverability

Data is backed up using a variety of methods: SAN to SAN and Disk to Disk and Disk to Cloud.
SAN to SAN replication is carried out between our Glasgow and London data centres daily. Snapshots are

performed every 8 hours with every third snapshot (00:00) retained for 7 days and every seventh daily snapshot
(00:00) retained for four weeks. These snapshots are used for DR purposes.

Disk to Disk backups are conducted locally for short term data retention and restores. File and Application servers
have two recovery points performed daily which are retained for 28 days. Application aware SQL backups with
transactional logging are performed every 15 minutes and held for 28 days.

Disk to Cloud backups are carried out once a month for long term data retention into the Azure cloud which are
retained for 12 months.

Key Controls Crowe testing of control procedure

Refers to the above controls of daily back-ups. Inspection

For a sample of daily back-ups we:

» ensured that Hymasn Robertson’s two main
datacentres were backed-up and replicated to

) the opposite geographically separate
datacentre;

« verified through enquiry that, where any errors
have arisen from the daily back-up process,
these were actioned by IT staff on the following
morning.

No exceptions were identified
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Key Controls Crowe testing of control procedure

Refers to the above controls of monthly back-ups. Inspection
For a sample of monthly back-ups we verified
through enquiry that, where any errors had arisen
from the monthly back-up process, these were
actioned by IT staff on the following morning.

For a sample of monthly back-ups we verified
through enquiry that monthly back ups, were
securely stored in the cloud.

No exceptions were identified
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10.2 IT hardware and software issues are monitored and resolved in a timely manner

General IT hardware and software issues are monitored and routed to a helpdesk facility, system in-box or a model
office application. The request is prioritised as either low, medium or high priority and resolved within a defined
timescale by either IT operational staff or a member of the TPA systems support team. In the Summer of 2020, the
IT systems support team created two additional Self-Serve portals to allow the business to log issues and queries
to the Finance and Front of house Facilities teams. These teams used to have a section within the IT portal, but with
the introduction of new software for the Finance team, we removed them from the IT portal as it was expected they
would have an increase in traffic.

e Neither Finance or Facilities have introduced SLA’s for the business when dealing with issues & queries
and this is no change from when tickets were logged to them on the IT Portal (and dealt with by non IT
staff).

e All teams have a standing instruction to close down a ticket that has been logged in the wrong portal
and to instruct the staff member to relog in correct portal.

e The SLA’s agreed with the business for issues relating to IT have not changed.

e As yet we do not allow for direct ticket creation from 3rd parties, they are handled by client teams who
would log, for example, a website issue with Focal point, on the SAW portal on their behalf. This has not
changed from previous practice.

Key Controls Crowe testing of control procedure

Refers to the above controls of IT issues. Inspection
For a sample of IT hardware and software issues
) we ensured that the request was prioritised as either
low, medium or high priority and resolved within the
defined timescale.

No exceptions were identified

Where an issue relates to the UPM system a relevant member of the TPA team is notified. The team identify the
nature of the issue and pass to the systems support team to take appropriate action. Where an issue is identified
as requiring resolution internally by the systems support team, a change control form is raised which provides
appropriate details. The change is developed and then released into the test environment, prior to approval to run on
the live platform.

Where the issue is identified as requiring resolution externally by the development of a software update by, or
clarification from, the software provider, the issue is confirmed to the external provider. Once the external clients
helpdesk systems have been aligned with their Developer Problem Logging system, their plan is to incorporate the
logged issues into their version release notes. These can then be logged by Hymans Robertson to match to their
issues originally raised.

Key Controls Crowe testing of control procedure

Refers to the above controls of UPM requests. Inspection
For a sample of UPM requests we ensured a
) change control form was raised and the change was
tested and approved before running on the live
platform.

No exceptions were identified
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10.3 Business and information systems recovery plans are documented, approved, tested and
maintained

A comprehensive business continuity plan has been designed to cover: the total denial of access to any
office, the loss of the main business streams and support functions to include a pandemic.

Key Controls Crowe testing of control procedure
Refers to the above controls of reviewing the Inspection
business continuity plan. We obtained and reviewed the business continuity
) plan to ensure that it had been designed as
described.

No exceptions were identified

When an incident has been identified, the Emergency Response Team is formed; the Emergency Response
Co-ordinator will in discussion with senior management, typically members of the Crisis Management Team,
agree to invoke the Business Continuity Plan.

In the event of total denial of access to any office, Hymans Robertson has the capability to relocate their staff to
another office location. The IT infrastructure has been designed and constructed with high levels of resilience to
ensure systems can be recovered at an alternative site and Hymans Robertson can operate independently from
another office location.

There is the capability to immediately divert telephone lines to other offices to process calls. Each member of
staff has access to the disaster recovery cards, which gives details of the disaster recovery office location and
contact information. In addition, there is a text alert system for all staff and a separate disaster recovery website
to keep staff informed.

The roles and responsibilities of the teams involved in the Business Continuity Plan are tested at each office
location on a rolling basis using scenarios to exercise the different parts of the Plan, the latest exercise having
taken place in Birmingham, Glasgow and London in February 2020. Prior to this, exercises have been carried
out in Edinburgh April 2019 and in Glasgow and London in December 2018.

Key Controls Crowe testing of control procedure

Refers to the above exercise results. Inspection
We obtained the results of the tests carried out in
) the Edinburgh office as evidence that the Business
Continuity Plan has been tested.

No exceptions were identified
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IT recovery tests are undertaken annually. We use cloud based recovery solutions for our data and servers.
Recovery tests have been carried out in 2020.

Key Controls Crowe testing of control procedure

Refers to the above IT recovery test controls. Inspection
) We obtained the results of the IT recovery test and
reviewed for evidence of file restoration at each
office.

No exceptions were identified

11. Monitoring compliance

11.1 Outsourced activities are properly managed and monitored

We have partnered with ITM Limited to complete data analysis and data transformation work on our behalf for
any new standalone client with a membership above 500 records. For installation projects commencing from
1 March 2021, ITM will only be used for standalone projects above 500 members where additional capacity
is required by Hymans Robertson.

ITM has an experienced team of data transition specialists, supported by purpose built data transition software,
and a successful 15 year track record of delivering data transition projects. ITM provides us with a dedicated
team for the duration of each transition project that deals with the analysis, transformation and reconciliation of
the administration data. ITM’s team report to our own Data Analysts, who retain overall responsibility for the
projects. ITM holds ISO 27001, ISO 9001 and AAF 01/06 accreditations. The data transition work is delivered in
distinct stages by ITM. The high level stages of the data transition are:

¢ Data analysis and mapping — the scheme’s administration data is thoroughly reviewed and a formal document is drafted
by ITM that describes how each item of data will be treated in the transition model.

e Data transformation — ITM configure the data migration model in line with the mapping document to transform the
e data into a structure that is compatible with our administration system.

e Data reconciliation and peer review — the transformed data is reconciled by ITM against the original dataset to ensure
that the transformation has been successful and the migration model peer reviewed for an additional level of quality
assurance.

e Data installation — the transformed and peer reviewed data files are loaded to our administration system by our Data
Analysts and a final set of reconciliation control total results are produced to confirm that the process has been
successful.

Each project has an agreed work order that sets out the key requirements and delivery milestones and the overall

partnership is underpinned by a service agreement contract. Regular, scheduled meetings take place between our

data specialists and ITM over the duration of the project and an Issues Log is maintained to track queries.

Key Controls Crowe testing of control procedure

Refers to the above controls of data transition. Inspection
) We obtained a copy of the service level agreement.
For a sample, we obtained a copy of the Agreed
work order, Mapping document, Reconciliation
reports and Issue logs

No exceptions were identified
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Club Vita - Information Security

1. Restricting access to systems and data

1.1 Logical access to Club Vita computer systems, programs, master data, transaction data and
parameters, including access by administrators to applications, databases, systems and networks,
is restricted to authorised individuals within the Club Vita operations in accordance with the Club
Vita System Access Control Policy

Logical access will be granted to network and applications by IT operations and Club Vita IT applications team
in accordance with the System Access Control Policy.

New user access is established by the Club Vita IT applications team following submission of an Electronic
Data Security Form which must be authorised by relevant authorisers as specified in the System Access Control
Policy.

Key Controls Crowe testing of control procedure
Refers to the above review of the Systems Access Inspection
Control Policy. We obtained the Systems Access Control Policy

and for a sample of new joiners we obtained the

) submitted Electronic Data Security Form and
ensured that these had been authorised by the
relevant authorisers as specified in the System
Access Control Policy.

No exceptions were identified

User accounts for staff that leave are closed by the IT team following submission of a leaver form which is
authorised by the appropriate line manager. This control is also covered elsewhere in 7.2.

Key Controls Crowe testing of control procedure
Refers to the above review of the staff leavers IT Inspection
control. For a sample of leavers we reviewed the leaver

) forms to ensure they had been authorised by the
appropriate line manager and the individual's
access had been removed.

No exceptions were identified
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A quarterly report is produced and reviewed by the Club Vita operations team to ensure only authorised Hymans
Robertson users are able to access all Club Vita specific systems, networks and data and at the appropriate
level of access.

Key Controls Crowe testing of control procedure

Refers to the above review of the quarterly report. |nspection
We obtained a sample of quarterly reports and
) reviewed for evidence of review by the Club Vita
operations team.

No exceptions were identified

Logical access by privileged users is restricted to those individuals with specific technical network and
application job responsibilities and their requirement to resolve issues arising.

Key Controls Crowe testing of control procedure
Refers to the above review of the Club Vita access Inspection
levels. For a sample of users included in the quarterly

reports we reviewed access levels to Club Vita

) systems and ensured access had been set up at the
appropriate levels according to their job
responsibilities.

No exceptions were identified

Enforced changes to passwords occur at periodic intervals in accordance with network and application

settings.
Key Controls Crowe testing of control procedure
Refers to the above review of the enforced Inspection
password changes. For a sample of users we observed that access to

) the systems requires passwords. Through enquiry
we confirmed that passwords are required to be
changed at periodic intervals.

No exceptions were identified
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1.2 Logical Client Web Access to Club Vita master data, transaction data and reports is
restricted to authorised individuals at Clients in line with the Club Vita Client Setup Policy.

Logical access will be granted to network and data in accordance with the authorisation by the Club Vita
operations and Club Vita IT applications teams.

New user access is established by the IT applications team following submission of a Club Vita Member Site
Login Request from the Club Vita operations team.

Key Controls Crowe testing of control procedure
Refers to the above review of the login request Inspection
control. For a sample of clients using Club Vita we obtained

) evidence of the submission of a Club Vita Member
Site Login Request to the Club Vita operations
team.

Client data is uploaded to the website over a secure socket layer (SSL). Clients may load and view data and
reports securely through the SSL but not modify or delete reports. Clients may only view and load data to their
own client specific areas of the website via the SSL. A quarterly report of individual client users, roles and
access levels is independently reviewed by the Club Vita operations team each quarter.

Key Controls Crowe testing of control procedure
Refers to the above review of the quarterly reports Inspection
for access level controls. We obtained a sample of quarterly reports and

) reviewed these to ensure they include client users,
roles and access levels and that the reports were
reviewed by the Club Vita operations team..

No exceptions were identified

Key Controls Crowe testing of control procedure
Refers to the above review of the user access level Inspection
controls. For a sample of users included in the report we

) reviewed access levels to Club Vita systems and
ensured access had been set up at the appropriate
levels.

No exceptions were identified
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Appendix

Reporting Accountant’s letter of engagement and hold harmlessletter

Cfvaresd AIToUTans
Mlemizer of Crowe Global
55 Luggate HEl
London ECE TIW, UK

T December 2020 Tl +44 [0)30 B2 7100
[P =44 {20 7583 1720
(D00 004 Loradon Chamcery Lans
WA CTOWE COLUK

Qur ref: ARLOHD107IRR

The Partners

Hymans Robertson LLP
One London 'Wall
London

ECZY 3EA

Dear Sirs

This letier sets out the basls on which we shall be pleased to act for you and Includes your and our
respectve responsicites,

Under "Other Matbers” below, we sel oul owr maximum legal liability. This ketler is subject o the annéxed
Terms of Business and these Include other Imporant detalls, Including provislons at further lImilt the
amount of gur Iapity In cenain creumstances. Please read this letier and the Terms of Susiness
carefully, and ralse with me any guestions that you might have.

1. Scope of our work

11 Yau hawe asked us 0 act as reporiing accourant b deliver services to you In connecticn with
the Pension Administration fumcion of Hymans Roberson LLP caried out ai London
EFmingham and Glasgow for the year ending 31 Jaruary 2021 and Club Vita (Imted io
restriciing access o Bystems and data).

2 Responsibilities of partners

21 Thepartners (e Panners”) of Hymans Robertsan LLP the Onganisation™) in retation b which
thi reparing accountanis’ assurancs report is to be provided ame and shall b= responsiole for
the deskgn, Implementation and operation of controd procedures that provide adequate lavel of
camrol awer clienls” assets and refaled lransactions. The Parners' responsiblilies ae and

ghall Include:

a) acceptance of responsiCllty Tor Internal comroks;

B evalialion of the afetlivensss of the senics arpanisation’s conirel procedures using
sultabhe criterla; and

£) Supparting thelr evaluation with suMmclent evidance, INcluding documentatian.

2.2 ThePartners acknowisoge and accepl neir r2sponsicllty 1or proviging 3 Witlen asserian about
whiemer In all materdal respects, and based on suliable criteria:

a) The Partners’ deseriplion of the Organisation’s system Fairly pressnts the system that
was deslgned and Imglemented throwghout the spscified period;

B The controls rekaled 1o the contral objeclives stabed in management’s descriplion were
sultably designed throughaut the speciied perod to achieve those control objectives;
and

z) Tne controls related foothe control objectves stated In managemenl's descriplion
operated effeciively throughout the spectled pesiod o achleve those coninol
abjectives.

23 This written assertion will be Included In, or attached to, the Parinens” description of the
Organisalion's syslem, and pravided 1o user enlities as parl of the fnal report kssued oy
managemeni.

L R ] Lﬁa-l“d--qu-hhuui-lnm.ﬁ-ir.-lﬁ. il A Lmigals it o w0 LA
;:HM-&--“:E_JJHIHWQ-EHMJM .—l._rp-.u-n—-i.-“én—h—l-u-ln.
had d

by B bl v Pl i Sl Lirns L, LU ik of Lisms Lo, b oo, v dives i L
Lrmes Uit LLF il e alffohaders saw el sl i bl iy i mimmamin, ol 4 v Lokl o s ol b imssimis el 4 mrm o Lcalal.
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4.2

4.3

4.4

4.5

4.5

7 Decemier 2020

/n Crowe -2

In drafing this repor the Partners hawe regard to, a8 a minlmurm, the criena specifed within
the Technical Release AAF 01/06 lssued by the Institute of Charered Accountants In England
and Wales but they may add 1o these to the extent that this Is consklered approgriate In croer
by el clienks” expeclalions.

Responsidiites of reporting accouniants

It Is our FEEP[H’IEJD.!.' 1a farm an |I'I-ﬂE'F]EI'IﬂE’|'1[ conclusion, based on the work camied out I
refation to the control procedunes of the Organisation’s Pension Administalion funcion carried
out at the $FEI:|T|EI:| business uwnits of the DFQE.HlEE'ﬂBﬂ at Landon, lemhgnam. Glasgnw and
Clul Vita (Imited to restricting access b sysiems and data) a5 descrbed In the Pariners’ report
and repor tis 1o the Parners.

Scope of the reporting accountants’ work

We conduct our work In accordance with the procadures set out in AAF 0106 and ISAE 3402,
Cur week will Include enguiries of management, together with tests of certain specific control
procedures which will be 5et out In an append|x o Cur regor.

In reaching aur concluskon, the crbterla agalnst which the conirgl procesdures are to be evaluated
are e Internal coninal objectves desveloped for service arganisatlons as 56t out within AAF
0106 and ISAE 3402,

&ny work already performed In connection with this engagement before the date of Mis letier
will aksa be governsd by the terms and condidions of this lethar.

We may seek writen representations from the Parimers In relallon o matters on which
Indepangent correboration |5 not avallatle. We shall sesk confirnation from @e Paniners that
any signifcani matters of whilch we shauld be aware hawe been brought 1o cur atbenticn.

Cur pojective will be i conduct an examination ihat will incluge procedures o obiEin
reasonable assurance, In 3l materlal respects and based on sultadle caiterla, io enable us o
axpress an apinion (Type || Reporting Accouriant's Assurance Reporl) as lo whelher:

a) Tne Parners’ descriplion of s system falrly presents the system that was deslgned
ard Imgplemented throughout the speciled period and Me aspecis of the controls that
may be relevant o a uvser argansation’s mbermal condral, as it relates o an audil af
finandal siatements;

] The controés Included In the aforementioned description were sultably deskgned
throwghout the spectled period fo provide reasonable assurance that the corninol
abjectves specilied In the descrption, would be achleved W the described controls
were complied with satisfaciorly; and

I:] Such conirals wera BFIE"-EI]'IE witn sufclent effecilveness 1o FIFIZI'I'HE razsonanle, but
nol absaluie, assurance that the canirod EIDFG‘“'I'EE- ware acnleved Ile]l"ll'lg tha E-FIE[HﬂEﬂ
period.

Tne control objectives for this examination are spected oy the Partners. In conductng the
examination we will examing on a test basls, evidence supparting the Partners description of
contrals, Including the operating efecitveness of the relabed comtrols, and perform other
procetures a6 we conshder necessary In the clrcumstances to provide a reasonable basls for
our repart. Sur examination will not Include other systems, controls, operations or services not
spectled hereln Including Intemal conbtrol &t wser organksations and, accordingly, we will
EXPEES N0 Opinkan on sUCh Rems.

Inharant Imitations

Tne Pariners acknowledge hal control procedures designed bo adoress spectled comtrol
objectives are subject o Inherent imitations and, accordingly, ermars or Imegulantes may ooour
and nat be detected. Such procedures cannod guaranies protection against fraudulent coBusion
especially on the part of thase holding positions of authortty or trust. Furthermicre, the opinion
set outIn our repart will b2 based on historical Informaticn and the projection of any Information
or concluslons in our repart 1o any future periods will be Inappropriate.
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6.
&1

6.2

6.3

5.4

6.5

Use of our report

Cur report will, subject ta the permitied disclosures set out In this ketter, be made solely for tha
use of the Partners of the Onganisallon, and solely for the purpase of reporting on the Internal
contrals af the Srganisatian, In accordance with these terms of our engagement.

Caur woek will be underaken S0 that we milght repart ta the Pariness thaose matters that we have
agreed to staie to them In cur report and fiar ne oMer pUrpass.

Cur repart wil b2 kEsswed on the basks that k must not b2 recited or refesred to or disclosad, In
whicke or In part, In any cther document or to any other party, withaut our express pricr writien
permission. We permit e disclosure of our repor, In full only, to clents of the Crganisation
using the Organigations Pension Adminsiraton seraces (CChems™) and 1o the audilors of swdh
Clients, to enable Clents and thelr audibars 1o vertly that a repart oy reparting accountants has
been commissloned by the Parines of the Organksation and Issued In connecticn with the
Intesmial cantrols of the Crganisation without assuming or accepting any responsibiity ar llablity
ba them on our part.

Snould the Onganisation wish to provide a copy of our report to those clienis nat receiving elther
Penslon Adminlstration senicss or lo prospecive disnts of the Organisation (“Other Clienls"),
we will consent to aur report being prowvided o Other Clients on the Tallawlng basls:

a) Thne report must be proviged In whale; and

(] ] The imlended recipient musl Sgn ihe allached “hold amiless’ letier and reburn il o s
pricr fo recelving a copy ©f our repart.

Ta the Tulsst extent permitied by [aw, we do not and will not acoapt or assume responsility b
anyanie oiher Man the Partners as a body and the Organlsation for cur wark, Tor our repoet or
far the cplrlans we will have formed.

OTHER MATTERS

7.
7.1

&1

g.2
8.3

a1

Limitation of Nabliity

Qur aggregate Nablitty In respect of all ¢lalms by you under or In connection with this Contract
shall oe Bmited to the amount of £1,000,000. This lImk shall apply o any and all causes of

action agalnst us In respect of or arlsing from or in any way connected with cur engagement by
you. Howewsr, we never seek 1o exclude or resirict our Bablllty to the extent that we cannat da

&0 by Law for any reasan, or any lablity for our fraud ar dishanesty. If you wish to discuss this
or gther provisions before we carry out work far you, please let us know.

Faaa

Cur fees are calculaied an the basks of e me spent on your afairs by the parners and staff
and on the levels of kil or responsitility nvolved.

Cur fees Wil be bllled In accordance with an agreed schedule.

If we need io do work cutside the responsibllities oullined In our engagement letier, we will
adviss you In advance. This will Involve addllonal fess. Accondingly K Is I your Interest io
ensure that your records eic. are completed o the agneed stage.

Tarms of Buslness

The Terms of Business accompanying this ketter coniain further Information about the basls on
whikch we will be pleased to camy oul work for you. In the event of a confiic between the Terms
of Business and what I5 581 oul In this letter, this letier will prevall.
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10. Confinmatien of your agrasment

10,1 Please let me know If you hawve any guestions Inrelatlon 1o 0ils letter and the Terms of Business.
If you are content with them, then would you please confinm yaur agreement by slgning and
retuming one of the enclosed coples.

10.2 K1 do not hear from you regarding this letter but It Is clear that you wish us to proceed with the
wiork, then this letter and the Terms of Business will gavem the terms of our EI'EE.QEI'I'IE’HT_

Yiours fatthiully

':jlw. e L&?

Crowe UK_LLP
AGREEMEMNT OF TERMS

I acEnowledge recelpt of this better, which together Wil the Temms of Business Tully records the
agreement befwean Us concarming your app-:-l?amm carmy out the work descibed In 1
e |

Mame SanyEvans . signed SN LEeoT

For and on behalf of the Parners of Hymans Roberson LLP
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24

22

2.3

a4

Crowe

TERMS OF BUSIMESS

In Tese Temms of Busimess and any sssocianed
ErgmpEme lefers

141 “Wa™ maana Trosve LR LLP, ard shall inciudce

ANy TUCCESION OF BSSlgres

142 "You"™ means The pormen of company wath

whiom the Contrad Is agreed and fat is ramed
a5 such In he angagement lenern

1.4.3 “Commacd” means ha loeme of

R eI
agresd bevwesn Crowe UL LUP and you oo
which these fems of bosiness relate amd Indo
which ey are Incomorabed:

1.1.4 “Banices™ moans M Serdods wi agroed o

proside you with unger the Conract, as st out
In e Engagement lehar.

Limitafion of Eabllky

We never sk o ewchede or resirict owr Iabllky for
our fraud or dshonesty, OF Ofnenwise io the ooent
et e canniob oo B0 by ke for amy nessor.

We soospt That we owe you & duty of care o
provdde the Sxrdices with reasonable skl and cane,
regardiess of whether the people W= decide o use
e members or smployess [who may also be
descriced as “parimers’) of Crose UK. LLP or
BOEMTS of SUb-ConTaCors retained by us. Yo ln
i agnes that oo will not bring any clalm basad
om any causes of aclon In respect of o N any Wy
mrected with the Comract against aryone oher
Trian Crowve UK LLP.

Where we are llsbie to you, and In asddRon amy
oirer person ks also labls fo you, or any such
pErs0n OF YoU have caussd or comtribuied bo e
same ioss or damage for which we are lable, sther
In wihioks or In part, then our BeblEy shall b limked

4o such amount &s I3 Just and soulable herdng
regeard Ao e mxhent o cshilch ench of us andbor such

Corgawe Global and Its mesmiber Timns

Crowve WKL LLP Is & member of Crowe Slobal, a
Ewiss Werein, Each mesmber im of Crosve Gilohasl
k & sepsraie ed Imdependeant legal ety Thens
k& i cwnership, agency, parnnarstip or comml
relationship amongst any of Crowe Global ard Es

memiber s, Crowe Global does not periom
sanices and you agres that you wlll not bning a
clabrn agains .

iz

21

a3

51

¥ Decemiber 2020

Ik Is possicie that we may reiain another member
fimn of Crowe Giobal i0 &t for us =25 B SuD-
coniractor in prosdding the Bervioes o you under
fthis Conra®.  In that evend, we acrept that we
e yod & duly of care fo povdde e Serdoes for
whilch we have retained that other member firm 25
a submmoniracion, as sef out In Clause 2.2 and you
In twrn agrees that you wil bing ary daim against
ws ard not against et ofher member firm, as st
out In Cleuss 22

I we haee not refained anofer memter firn 25 8
sub-coniractorn, fhen pou agres that any sendces
that mary e provided D pou by anoier member
Arm ane separabe from e Sendoes provided Dy us
under this Conbract  Viou sl be responsible for
amieing Imio & saparate contract Of EngagETEn
with thart other member imm, on Puch =S &5 U
and that oihar mamber e may agres. ¥ou agres
that we shall not under any such drourstances be
resoonsisie or Bable In ey we whatsoseer for any
acs or omilsslons of Croswe Global or of anmy oihar
mismiber s of Crowe Sobal.

Fecponcinlity io third partisc

‘ie shall prvdide the Sendces for your esciushe
e and for e purpose for which you engape s,
and you agres Fat you wil rot dsdose oo addoe
or the product of our Bendoes 0 anyone ske
wihou! our speciic witier agreement

rrade aealisbie fo the Tird party or for any other
PERSON.

To the sxdert fat e law Imposes o6 US &Y
resoonsioiEy in any thind pary sver though we oo
rit BoCept Thad, owr Babllly S0 That hird party shall

hereone agres than you will shars & single Imit of
Bablky &5 2=t cul In those provisions In e evert
that we heeee 5 llsbllly b you and to s thind persy.

Maxhors of our Sarviosc

Yiog acknowisdge thet we will rely on imlormadion
and documentaion provided 10 LS by FOU, FoUr
ranageTan, smployess and thind pardes o the
course of our work. Wie will not be pesponsiole for
the onEequerces of any defcency I the
Iformadon of documentafon prodided o,
whedher a5 a resul of i being false, misleading of
Incompisie. Yiou apres W Inlone us P ooy ane or
perome  mesre of arpthing  racoummis o
miskescing In respss o  Inommadon  oF
documentation proided b s

Except as expresshy agreed |nthe desoipion of the
‘Bervices In the angagement beter, our work will not
be an sudk as conducied In accomiance with
appliceck: sudbing standsms.  Uniess agponessly
agread, wae will not peek io verty the scouracy of
the Imomadon provided 10 us In e courss of
camying oul our Serdices, and we will not sesk o
of b respaonsisle for deteciing fraud by you or by
FoLr maragament, employess of thind pardes. We
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713

7.1.4

Crowe

shall safisty cursehes at the infomation prosided
ks consktent with other informaiion prosided b ws,
Dbt we will othermise generaly aocept e
Eaplaranon and BSSUMRNCES We rerEhie from The
FPariners, oficers and emplcyees of the enily Tai
k& the sublect of the Serdoss under this Conract or
ofer thind partes In e oourse of our wor

FE may be necessan o desirable 50 Instruct obher
podessional advisers or thind party supplers In
cormecton with the Bervioes, upon wRom we may
piace relance andior in conjunciion slith whom we
ey CENTY il OUr WOTK.  Yioed shall be resporsibie
for e appointment of such other professionsl
advisers o suppllers and for el fees and
eapenses. W shall have no Bacily for e non-
defvery nof-pericmmance oF amy acis, smors or
orissions of such other acvizers or suppllers {other
Tean our express agenis), regandess of anmy rmole
Treal we may perform In reladion to communicadons
wlth such advisers or suppllisrs.

Feag

You sgres 1o pay our Tees wiinin 30 days from e
dabe of the: Irvolce.

Fayment of our fees from & benic besed ol shoe e
LB must be made via transfer io our benkers and
st quohes our sl o cieinlls .

Wil Claden o redle? dor vy fees Ealllng within T
scope of the VAT Repulsdors #9555 31
128535180

Haon-paymant of fasc

F you fall 10 pay our fees wihin 30 gays fom e
dabe of the IFvolce we nesenss the rigiht

741 fo charge mornhly Imieest on e unpald

amount at 5% owver e Bamiays: Eank pic Ease
Fabe In sccordance wih e Laie Faymend
Legidation:

o suspend the Benvices and amy Oher work
which we are caming out Tor pou;

20 inkos i kegal remedy sddsts In onder o
obinain payment; and

o dalim e oost of debi recoverny.
Communicating with you

Flease et us knivw If you hawe & prefemed misthod
Of commanication e.0. elephone of emall of leger.
Urless we hear from you, e ol use waieesr
made of communication appears appropiase In e
CIFCLMSanCes.

Al emall messages sent io us wil, I popety
addreszed, ambee on e terninal of the serson o
whom ey ane addessed. Flease be gwane of e
Tollcaaing points:
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the S Is connecied o e intemet, bt the
exchange of eral messages may e subject
b dedarys ouiside of our control;

the safe delivery of emeall via e Irfemes should
nof De ams urmed

the confldendally of emal cannot be
Qusramimed.

Flease =k aboui cur secure portal soludons.
Uni=zs o ask us, we sihall maol sncrypt or promlse
o passwori-prosect ary emall or abinchen? sent
29 s to o,

Yoa and we shal not be responsiole for each
oifars lxss or dammage ansing from any comupdion
or piieradon, o anmy unauthorised Imercepiion,
redirecion, Copying of reading, of emals Induding
Ay Fmschmenis.

o and e shall fot b responsisle for e efect
ion each others hancewere or softwans (or any loss
of damage ansing from any Such emecT) of any
emalls or aliachment which may be ransmited oy
e other.

Thie redipderit s responsitle for camying out a wvines
chetk on atachmenis.

Improving our Geryios

F ot any S 0w would Bioe 5o discuss wlith ws ho
we ould Improve Dar serdcE W0 yoU OF you ane
dissatisied Wi e sendoe poU ans recehing.
please ket us e Iy oomincing ihe enpagerment
parner of Peter Vaney, the Maraging Pariner of
this offlce.  Ahmmathiety, the Chie?! Exmcurive o e
firm Mipe Bosiock, Crowe LLEL LLP, 55 Ludgaie
L, London, ECHM T,

‘Bhould our service be legs than sagsiaciory we will
ke ol reasonable siegs o comect the shoation.
‘Wie underimie io Ireesigete By complainbs
carefully and prompily and 0 report our findings: o
PO

F you are silll dissadsied you may take the maier
up direcily with the Insthoe of Crarhened
Accourtams in England and Wales ab

Profeccional rulss and practics guidaiinss

Wie wll observe the Dye-ows, regulafions and
sthical guidelines of T Insifuie of Charbened
Accourcamss in England and YWales and aocept
Instructions to act for you on the basks et we will
act In accomanice with Them. The reguinemeis ans
ayvallapks on the Imbrmet o
WAV SO MM e An ook,

Wie are sigible D concuct auchs under the
Companies A 2005 and deialls about our audk




h ]

4

s

s

1.

1.4

"z

1z

4

/. Crowe

regisiration can (= s
. audireglsisronguuk, under refenence nl.l-'h:r
Coid0a54ea.

Cur Services for yow shallmot be esciushe, and you
agree Thai s Conimct shall not prewent or resirict
s from campdng on our business. B regerae e
fight during or engagement with you 1o act for
onier clens who may be compediors. of yours o in
res pact of Wi ssues of commerial ol may
s, subject io the Comldentiality secton below.

Where a speciic l=gal or sihical confict of Inenest,
actual or pobendal, Is lcendfled, and we beileve That
Implemaning appropniae procecunes can propesty
safequard your Inberests, we will promplly notey
wou and dscuss the posiilon with you. Fleass nobs
Trat there may be droumsiances whes we ae
urable to fully eapiain all of he aspecis of e
conlict because of obilgations That we cwe o other
clens or Thied paries. |Emay also not be possible
o put ePechve safeguands inplace, of you may not
be comiEn? with The shuaiion, In which case | may
be necessary for us io emminate the Coniract. Yiou
also agres 1o informn us. Immedlesety ' you should
become aware of, or badleye Tal there may b=, a
it affecing our provdslon of e Sendoes.

Cur fles are perodically reviewsd by an
Independent regalaor or qualky conroller a3 par
Of {Oar Oregoing cormmiment o prowidng & quality
sendoe. The reviewers are bound Dy fhe same rules
o confidendallsy as our parners and st

Confidentallty

We comfirn That where you ghe us comfidential
Imfomation we shall &t ol fimes kesp it conficendal,
encept &5 neguired by lew or as prosdded for In
reglaiony, =hical or ocher professoral ssabemsmis
mevant io our engagemen of for e purpose of
notiing irsarers conceming any achual or polential
dispuie rejating o the Serdoes.

Yiou agres et e sl be complying suSicently wikh
our duly of omldence Fwe take sheps thas = In
pond Taith fink TR %0 keep approgriaies informaiion
comiderniial curng and after our engagement.

You Bgree 1o reimburss any eesorable coss Tat
ey Inour v complying with ary reguiremes for
dis:dosure of your information that ks Imposed onus
In ary procesdings of regulsony process Thal does
not Involee any subsiamive daim or procssding
agains: us, proviced thal we prompily nottfy you In
writing of ary such requirement {io the eemt we
o= legally permitied 1o do sof and that we
reasorably cooperaie with you In any =foss o
profect apalnat such disclosure,

You agree 1o keep comidendal ary msthodologles
mrad dechnology wsed by us o camy oul e
Eenices.

iz

1z1

1z2

123

124

125

126

127

1z8
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Dot Proteodion

‘Wihen acing for you, we are & data codriroller In
respe ot of By personal data you provide o us or io
whichi W= have access. The |8 becmuse
acooamiants and similar providers of professioral
serdioms work undsr & range o professhioral
obligalions which oolige rem o ke resporalbiky
for the persomal data ey process. For example F
we oetert malpracice whilst periomming  our
serdices we may, dependng on Bs nature, be
required urcier our reguiatory obligations o neport
he malpraciice to e police or other authoriiies. In
doing 30 we would not be acling on your
Instnciions bul In acoomdance with owr own
professional ocbigators and therefore as & daia
oonirolier In our ow fghi

'ihene e ared you ane desmed In accordance win
mmmﬂnmmuummm
¥oid shall b= llable for e personal data
mmummuu‘amm
dats we process.

Yoo cormfimn that you hese the rght o supply
personal dain o ws and this will not breach
applicable daia probecion laws.  Whens you are
prowiding persoral dain by us sibous B Bird party, for
mample a famlly member, & pariner, a dinecior
dnclading 8 romesecudve direcior, andior ary
ofher type of member, business assocate or Hird
party, you comiim that you heve thelr authoddy and
mpress permission o prosdde us owikth el
personal daia.

Mefher of 5 will by our act or omission put the
other In bresch of the applicabls deca protecion
e

iheere s ard you are ol dea conirolsrs, you
should provide all relevant Ifomadon o daia
Suijerts refadng io the processing of thelr persoral
dats (ndluding e pROESsng CAmied oUT Dy us)
and o e eaerclse of Shelr Aghts: In reladon o e
proceszing of thelr persoral dais as: reguiresd by the
dats proteciion laws ["Falr Frocessing Modce") and
yoidt vl be the conimct point for e date sulbject.

To erable us b discharpe ihe senices agreed
undsr our sngagement, and for other nelaied
pumposes. Including updaiing and anhandng dient
reconds, aralysk for mansgemen paposes and
siashiiory refurms, cime prevendon and legal and
regulaiory compllance, we may obiein, use,
mmmmmmma
your enify, B oficens and ewmplovees, ==

applicabis. We conimm when processing cats on
joir beral we sl oomply with e eevant

prowisions: of e appllcable daia profecion lews.

“fiheere we a0 35 A dain processor 6 nedadon io
yoiar personal data, we wik

process parsonal data:

12511 for e pumpose periorming  oar
sendces and nﬂl;u'ﬂ:rum:.\:-u.lnd
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128.1.2 for such oiher pumposess =x
|

Ay
restrucisd by or agresd with you or
otherwise noilled In wiiing from Gme
Hre; mrd

gER

128.1.3 In scoondance wit the spplicable da@a

128.2

128.3

1284

128.5

1286

128.7

128.8

128.9

proteciion v

Implermisnt aporopriste  fechnical arid
organizational  measures 0 poisct e
personal daw against urauronsed o unbsaTul
processing and against accdemisl | loss,
cesrucion, damage, aleration or dlscosures

riot ofhersise modfy, amend, remose or atber
= oommients: of the: personal data or subject o
clause 121 abowve dsdose or permit e
disdosure of any of the personal daca io any
Hhid parly wiow your prior wriben
i thoris-adon;

adopt meEssones o malniain up o date recods
of our processing activiies perfomed on your
ehall which shall Inclade the xisgores of
procassing aciviies pariommed, Inforation on
cross bomer dats trsfers and & general
gescrpion of saourty messures Impoemamiad
In rEspect of processed dats;

uniezs pienwise meouired by data probeciion
I, oF cur own retertion colicy, we will retum

or dedes all personsl dats ugon the femsination
of our reisdons hiip with you;

adopt messures o ensure Ghat only those
personne] who need o have acoess o your
personal dam are gramted aoress ok and the
all of e personrie] required o BcCess your
personal dain are reflable and have been
Inforrred of s conflderdal nabae

riot apooint a sub-processor winou? your prior
wriien consent rmot io De urreasonably
withreld, and ensure an agresment b5 emiened
Imio with the relevant sub-comracior which
Includes iemns which are e
same &5 e s wetout i hls dause 12;

where we transfer your personal dasa io a
couniry or femliory ouislde e Buropean
Economic Area, o do 50 In acoosdance with
dalm protecton  lews  (Includng for e
avwoldance of doubt eniering Into standard fom
O],

Fioy o without undues delay I v recshe (1)
& regues? from B data Sublsct 0 BOCESS: VOur
personal cate o (1) & cl:l-'q:l.-'t o msuEst
relaing o e dain protecion s

128.10assist you should you nesd 1D CETY O A
privacy bmnpact

BSSERETEENT

12811 rofy you N the =eent we bacome mwans

without urdue defay of any bresch of e dasa
probection laves; and

128,12 permik without changs, on an anrusl basis, and

# iof whans J0U baroms avwsns o & data breach
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129

1240

1%

121

132

133

14

141

1E

151

of alleged breaich of The dats profecd o s by
L5, neasonabs aroass 10 The relevant roons,
fles, impes, Compuisr Syseems, for the
pUrposas of neviEwlng cormplanos Wit the cata
protecion lews.

Wihen acing for ¥ou In a personall capsdty how we
process yoor pevsoral dens B desorbed Inoour
privacy nodce. This Is avalabés on our inoemes

pape. W= wil 1=l you H, In our opinlon, your

1nﬂhwmmurﬂhﬂltsmﬂ1rrw
arse out of, or In conseguence of, the IndemniPing
party’s bressch of e data profection laws or the
perfformance of norrperformanoe by Hs sub-
processon|s) and persomnel of Hs oblgadors In
comneciion with this Conrac: In relaiion 1o e dein
proiecion lews, indudng loas of or damage io
M_J firancial lozs. anising from any bresch of

dain proteciion laws or any ofher loss which s
mmun-:rmmmrwrnrmum
arsing from any bresch of e dain prodeciion levs.
Ay amourr payable by us under Tils dause shall
fiorm partof, and not be in addition 1o, the agpregais
Bmik of Rabllly

Orwnerchip and redertion of doowmenic.

Al corespondence and papers In our possession
iof conirod ard generried for our inbemal purposes
dncluding our working papers] o addressed o s
reidng o e Eendces or the subject matier of the
‘Bervices shall be our sol= property.

Wim retaln copyTight and ofner ielectusl

property
gt Ineveryihing produced by us befons or during
he Senioes.

reguired by law, and Tor ot less =ipght years. Afer
that Bme. we may desiroy them wioul further
PEfErENCE 0 FOL

Tarmination

In relafion o Serdces & Audior onder
sishriory prowisions, you or we may feminabe
Conract only In accordance with the provisions
he nslevart A or repulaiion. In refailon o
offer Serdces, you of we omay jeminabe
Conract & any 3me by ghing not less than
days” mlics i wiilng. Wa shall be eniided
paymert for amy work perfomed In nelagon o
Bervioes by s prior 50 s fernl nadon.

Feuidafd

Mg lareaciag

Iefther of us may trarsier nor assign this Conrack
of ey rigits or obligadors under |, without e prior
writen onsent of the other party.
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Metrer of us wlll bz Babie o the other for any oslay
or fallure o Tulll obligedors cEumed by
circumsiances outside cur ressomable control

This Conrad replaces and supersedes any
precdous proposal, disosssion, ComeEspondence,

or agresrmen bebween ws in reladion
o e Bendces, and Tomms e whoke agresmend
bebween us In reladion o such Bendces.

Ay varadon o e Comract shall only be efecive
I F Is agresd Inwriing behasean you and a member
In Crowe UK. LLP, and only I agresd by ederence
Eones sl 1o the soectic barm o be arended.

Upon the termimadon of Shis. ConTact, we shall be
urder no further obllgation to perfom ary part of
T Bervices. Howeser, e provisions of many
clasmes of Fese Terms of Business will, by thelr
nature, confrue T apply  robsihisanding
Termiration.

Url=ss we botn sgres otherslse, fese Toams of
Business (a5 amesided from time o Sere) wil appty
4o @y Tubure Instructions: that you may ghae us.

I at any im= any provision of fess Tems of
Businass or any engagemant kefer i or baoomes
lizgal, Irwallid or unenforcestle In any resped
under the lrw of any Juisdicion, then that shal
apply fothe minimus &dent reguired and shall miot
Atect or Irmgalr the legallty, valldiy or srforoestdity
In Trat jursdiction of &y other prodsion of Thess
Terms of Businass or any engagement lafer.

Applicables law and sndoremant

Ouwr Conract with you ks govemsd by, and
Imierpreted In acoordance sith e s of England
arid ialkes.

# person wha Is not & party 1o e Conirect has no
fight under e Contracs (Righis. of Third Pardes)
Al 1595 D enomoe ary of the erms of e
Coniract.  This dause doss not prejudice you In
mlailon o any rght or remedy el exsss
Indeependendy of e Aot

Hoswever, Cleuss 162 does nol soply 1o members,
erployees, agenis, sub-coniTaciors and others
i have e bensl of the sichesion of Babllly In
Troeir fessour under clesurses 2 7 and 3. Accordingly,
such parsors may anforce an sxdusion In thelr
ﬂﬁwmmmmmm

The Cours of England and Wales shall Fave
eaClaibye orisdiciion In relsdon b oany claim,
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Hold Harmless Letter

[To be printed on client’s or prospective client’s letterhead]

ACKNOWLEDGEMENT DOCUMENT

TO BE COMPLETED AND RETURNED TO HYMANS ROBERTSON LLP BY CLIENTS (1) NOT RECEIVING EITHER
PENSIONS ADMINISTRATION SERVICES OR CLUB VITA SERVICES OR (2) PROSPECTIVE CLIENTS

To Hymans Robertson LLP (the “Service Organisation”) and Crowe U.K. LLP (“the Reporting Accountants”)
The undersigned accepts and agrees:

(1) that the Reporting Accountant’s Assurance Report on the internal controls of the pensions administration services of
the Service Organisation and Club Vita (limited to restricting access to systems and data) for the year to 31 January
2021 (“the Report”), has been prepared on the basis, and subject to the terms and conditions, set out in the
Engagement Letter dated 7 December 2020 between the Service Organisation and the Reporting Accountants, a
copy of which has been provided to us;

(2) that the Report has been provided to us to verify that a report by the Reporting Accountants has been commissioned
by the Partners of the Organisation and issued in connection with the internal controls of the Organisation without
assuming or accepting any responsibility or liability to us;

(3) that the Report will not be recited or referred to or disclosed, in whole or in part, in any other document or to any other
party.

Acceptance

Agreed and accepted by (name of signatory) on behalf of

(name of company) who represents that he/she is authorised to

accept these terms on its behalf.

Signed:

Position:

Date:



London | Birmingham | Glasgow | Edinburgh T 020 7082 6000 | www.hymans.co.uk | www.clubvita.co.uk

This communication has been compiled by Hymans Robertson LLP based upon our understanding of the state of affairs at the time of publication. It is not a definitive analysis of the subjects
covered, nor is it specific to the circumstances of any person, scheme or organisation. It is not advice, and should not be considered a substitute for advice specific to individual circumstances.
Where the subject matter involves legal issues you may wish to take legal advice. Hymans Robertson LLP accepts no liability for errors or omissions or reliance upon any statement or opinion.

Hymans Robertson LLP (registered in England and Wales - One London Wall, London EC2Y 5EA - 0C310282) is authorised and regulated by the Financial Conduct Authority and licensed by the Institute and Faculty of
Actuaries

for a range of investment business activities. A member of Abelica Global.

© Hymans Robertson LLP.
Hymans Robertson uses FSC
approved paper. FTSE is a
registered trademark of

London Stock Exchange Plc


http://www.hymans.co.uk/
http://www.clubvita.co.uk/

